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Zusammenfassung

Mobile Roboter gewinnen in Industrie, Forschung und Alltag zunehmend an Bedeu-
tung, wobei sich das Robot Operating System 2 (ROS2) als de-facto Industriestandard
fiir die Entwicklung einer Vielzahl von Robotern etabliert hat. Infolgedessen gewinnt
ROS2 auch im Bereich der akademischen Lehre zunehmend an Bedeutung, wobei der
Fokus insbesondere darauf liegt, wie mobile Roboter mithilfe von ROS2 implementiert
und wie Interaktionen mit diesen gestaltet werden kénnen, um komplexe Aufgaben
wie etwa Simultaneous Localization and Mapping zu bewéltigen. Vor diesem Hinter-
grund ergibt sich eine starke Motivation, das Telelab, eine vom Lehrstuhl fiir Robotik
der Universitat Wiirzburg betriebenen E-Learning Plattform, auf ROS2 zu migrieren,
um nicht nur die Vermittlung von ROS2-bezogenen Inhalten zu ermoglichen, sondern
zugleich die Teleoperation von ROS2-basierten Robotern zu realisieren.

Um dieses Ziel zu erreichen bestand der erste Schritt in einer eingehenden Analyse
der Kommunikations-Middleware von ROS2, des Data Distribution Service (DDS)
in Verbindung mit dem Real-time Publish-Subscribe Protocol (RTPS), das jedoch
in seiner nativen Auspragung auf den Einsatz in einem Local-Area-Network (LAN)
beschrankt ist, und die daraus resultierende Notwendigkeit, eine Losung zu entwick-
eln, welche die Kommunikationsfahigkeit von ROS2 auf ein Wide-Area-Network (WAN)
ausweitet. In diesem Zusammenhang wurden existierende Ansdtze wie eProsima’s
DDS Router sowie Rosbridge hinsichtlich ihrer Eignung evaluiert, mit dem Ergebnis,
dass beide Losungen aufgrund erheblicher Performanzdefizite ungeeignet sind. Vor
diesem Hintergrund wird im Rahmen dieser Arbeit eine neue Losung fiir die WAN-
basierte ROS2 Kommunikation vorgestellt: ROS2 Connect, welches auf WebSockets
basiert und das gesamte Funktionsspektrum von ROS2, einschlieflich Topics, Ser-
vices, Actions, tf sowie Zeitsynchronisation unterstiitzt. Performanzmessungen haben
dartiber hinaus verdeutlicht, dass ROS2 Connect samtliche evaluierten Alternativen
sowohl hinsichtlich Stabilitat als auch Latenz deutlich tiberlegen ist und somit die
robuste Teleoperation ROS2-basierter Roboter iiber ein WAN im Kontext des Telelabs
ermoglicht.

Dartiber hinaus wurden zwei neue ROS2-basierte mobile Roboter mit unterschiedlichen
kinematischen Konfigurationen in das Telelab integriert. Diese Integration schafft
damit einen ersten, grundlegenden Schritt einer umfassenden Transformation des
Gesamtsystems hin zu ROS2, welche zukiinftige Erweiterungen sowie die curriculare
Entwicklung von Remote-Lernmodulen und simulierten Umgebungen ermoglicht.
Zusammenfassend stellt diese Arbeit nicht nur eine leistungsstarke Losung fiir die
ROS2 Kommunikation tiber ein WAN bereit, sondern leistet dariiber hinaus einen
wesentlichen Beitrag zur Weiterentwicklung des Telelabs zu einer modernen, ROS2-
zentrierten E-Learning Plattform fiir die Ausbildung im Bereich der mobilen Robotik.
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Abstract

Mobile robots are becoming increasingly relevant in industry, research, and everyday
life, with the Robot Operating System 2 (ROS2) emerging as a de facto industry
standard for the development of a wide variety of robots. As a result, ROS2 is gaining
greater presence in education, with a focus on how mobile robots can be implemented
using ROS2 and how they can be interacted with in order to solve various tasks,
such as Simultaneous Localization and Mapping. For this reason, there is strong
motivation to migrate the Telelab, a robotics e-learning platform operated by the
Chair of Robotics at the University of Wiirzburg, to ROS2, thereby enabling not only
the teaching of ROS2-related content but also the teleoperation of ROS2-based robots.

To achieve this objective, the initial step was the examination of ROS2’s communi-
cation middleware, Data Distribution Service (DDS) in conjunction with the Real-
time Publish-Subscribe Protocol (RTPS), which is natively restricted to work across a
Local-Area-Network (LAN), and the resulting necessity of developing a solution that
extends the communication capabilities of ROS2 to a Wide-Area-Network (WAN). To
this end, existing approaches such as eProsima’s DDS Router and Rosbridge were
evaluated with respect to their suitability, revealing that both are unsuitable due to
significant performance drawbacks. In response, this work introduces a new solution
for the problem of ROS2 over WAN, ROS2 Connect, which is based on WebSockets
and support the full ROS2 spectrum including topics, services, actions, tf and time
synchronization. Performance evaluations further demonstrated that ROS2 Connect
significantly outperforms all other evaluated solutions in terms of both transmission
stability and latency, thereby enabling robust teleoperation of ROS2-based robots over
a WAN in the context of Telelab.

In addition, two new ROS2-based mobile robots, with different kinematic configura-
tions, have been integrated into Telelab. This integration constitutes the initial step
of the transformation of the Telelab infrastructure to ROS2, thereby establishing a sus-
tainable foundation which enables future extensions and the curricular development
of remote learning modules and simulated environments.

Overall, this work provides a high-performant solution for ROS2 communication over

a Wide-Area-Network and further develops Telelab into a modern, ROS2-centered
e-learning platform for mobile robotics education.

iii



Contents

[1__Introduction| 1
2 ROS2 over Wide-Area-Networks 3
2.1 Background . . . . ... ... oo 3
[2.1.1  Data Distribution Service (DDS)[. . . . . . . . ... ... ... 3
(2.1.1.1 _Publisher and Subscriberl . . . . ... ... ... .. 3

2.1.1.2  Topic| . . . . . . ... 4

2.1.1.3  Quality of Service (QoS)[ . . . . . . . . .. ... ... 5

RI14 Domainl . . . .. ... ... 5

2.1.2  Real-time Publish-Subscribe Protocol (RTPS)|. . . . . . . . .. 5

2.1.3 Robot Operating System 2 (ROS2)|. . . . . . ... ... .... 7
2.1.3.1  ROS2 Architecturel . . . . . . .. ... ... 8

[2.1.3.2  ROS2 Concepts| . . . . . . . . ... ... ... .... 9

2.1.4  WebSocket Protocoll . . . . ... ... ... ... .. 15

2.2 Problem and Goal Definition|. . . . . . . .. ... ... ... ... .. 16
2.3 Existing Solutions|. . . . . .. ... oo 17
[2.3.1 VPN and Vendor-Specific Discovery|. . . . . . .. .. ... .. 17
2.3.2 eProsima’s DDS Router] . . . . ... ... ... ... ... .. 19
[2.3.2.1  Setup and Deployment| . . . . . . ... .. ... ... 20

2.3.2.2 Performance Evaluationl . . . . ... ... ... ... 21

[2.3.2.3  Suitability|. . . ... ..o 28

[2.3.3 Rosbridge| . . . . . . ... 29
[2.3.3.1 Setup and Deployment| . . . . . . .. ... ... ... 30

[2.3.3.2  Performance Evaluationl . . . .. ... .. ... ... 31

[2.3.3.3  Suitability|. . . . ... ... 0oL 35

2.4 ROS2 Connect: A new solution to ROS2 over WAN| . . . . . . . . .. 37
[2.4.1  Setup and Deployment| . . . . . . . ... ... 37
[2.4.2  Conceptual Overview| . . . . . . . . . .. ... .. ... .... 38
2.4.3 Code Review: Launch and Configuration . . . . . .. ... .. 40
[2.4.4  Code Review: Message Representations|. . . . . . . . ... .. 41
[2.4.5 Code Review: WebdSocket Implementation| . . . . . . . .. .. 44
2.4.6 Code Review: Subscriber and Publishert . . . . . .. ... .. 47
2.4.7 Code Review: t{2 Transformations . . ... ... ... .. .. 51
[2.4.8  Code Review: ROS2 Time Synchronization|. . . . . . . . . .. 52
2.4.9 Code Review: Service and Actionl . . . . . .. ... ... ... 54
[2.4.10 Performance Fivaluationl . . . . ... ... ..o 0000 59
[2.4.11 Suitability, Conclusion and Outlook| . . . . . . .. .. ... .. 66

iv



Contents

[3 Integration of two Eduard Robots into Telelab 69
3.1 Eduard Robotsl . . . . . .. ... 69
B.I11 Hardwarel . . . . . ... .. ... . 70

3.1.2 Softwarel . . . . . . .. 75

[3.1.2.1 ROS2 device driver for See3CAM 24CUG| . . . . . . 77

3.1.2.2 ROS2 device driver for TiM571] . . . . . . .. .. .. 78

[3.2  Network Integration| . . . . ... .. ... ... .. ... ... 80
[3.3  Telelab ROS2 Integration| . . . . .. ... ... ... .. ... .... 82
13.3.1 Existing Telelab Infrastructure Extension|. . . . . . . . . . .. 82

13.3.2  ROS2 Teleab-Companion and Telelab-Interfaces| . . . . . . .. 83

3.3.3 ROS2 Telelabl . . . . .. .. ... ... ... ... .. ... .. 86

13.3.4 ROS2 Teleop| . . . . . . .. . 88
4__Conclusions and Qutlook| 90
[A° Code, Commands and Configuration| 93
[A.1 eProsima’s DDS Router! . . . . ... .. ... .. ... ........ 93
A.1.T Execute DDS Routerl . . . . ... ... ... ... .. ..., 93

A.1.2 Client / Host A and B Configuration| . . . . . ... ... ... 94

A.1.3 TURN Repeater / Host C Configuration| . . . . . .. ... .. 94
.................................... 94
A3 ROS2 Connect]l . . . .. .. .. ... 95
A.3.1 Connect client Jaunch filel . . . ... ... ... ... ..., 95

IA.3.2 Connect client parameter file| . . . . . ... ... ... 95

A.3.3 Connect server Jaunch filel . . . . ... ... ... ... .. 99

IA.3.4 Connect server parameter file| . . . . . .. ... ... 100

A4 ROS2 Telelab-Interfaces . . . . . .. ... .. ... .. ... ... . 104
IA.4.1 Topic Type (Message) Definitions . . . . . . . ... ... ... 104

IA.42 Service Definitionsl . . . .. .. .00 105

B Additional Images| 106
IC_Content of Data Mediumi 122
List of Abbreviations 124
IList of Figures| 128
List of Tablesl 130
IList of Algorithms| 131
Bib ograp 132
|Versicherung zur selbststandigen Leistungserbringung] 138




Chapter 1

Introduction

Mobile robots are ubiquitous in today’s world and play an increasingly important role
in our every day lives, whether in industrial manufacturing plants, fully autonomous
warehouse systems, or in our homes in the form of robotic vacuum cleaners. Although
these systems may at first appear to be simple devices, they are in fact sophisticated
technological systems. A large proportion of autonomous robots today are imple-
mented in a standardized manner, thereby ensuring a uniform way of interacting
with them. At the core of this implementation lies the Robot Operating System
2 (ROS2), developed by the Open Source Robotics Foundation, which furthermore
plays a significant role in both research and education.

Consequently, there is a growing interest in expanding the Telelab of the Chair of
Robotics at the University of Wiirzburg, which is operated in collaboration with the
Virtual University of Bavaria, not only by incorporating ROS2-related learning content
but also by migrating its infrastructure to a ROS2 foundation. This Telelab, which
has been previously described in works by Schott, is an e-learning platform designed
to provide students from arbitrary geographical locations with the opportunity to
deepen their knowledge in the field of mobile robotics by enabling the teleoperation
of mobile robots over the internet.

However, this refocusing of Telelab with ROS2 as its foundation is subject to a funda-
mental challenge, which arises from the communication middleware Data Distribution
Service (DDS) in conjunction with the Real-time Publish-Subscribe Protocol (RTPS),
on which ROS2 is based. The underlying reason of this challenge is rooted in the
fact that DDS, respectively, RTPS is specified only for communication within a Local-
Area-Network (LAN), thereby impeding teleoperation of ROS2-based mobile robots
from any geographical location over a Wide-Area-Network (WAN).

For this reason, the objective of this master thesis is to identify a performant and
seamless solution to the problem of ROS2 communication over WAN and to integrate
it into the existing Telelab infrastructure, with the goal of enabling the teleoperation
of mobile robots. The teleoperating student should be able to make full use of ROS2
functionality when interacting with the robot, thereby creating the impression of
being connected to the robot through a shared LAN. Furthermore, the integration
of two new ROS2-based robots necessitates the partial redevelopment or modification
of existing infrastructural Telelab components to establish a ROS2 foundation for
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Telelab. Through these two achievements, the Telelab will provide the basis for
the creation of ROS2-related learning content, as exemplified by the planned course
“Introduction to ROS”, with the added possibility of teleoperating the two newly
integrated ROS2-based robots over a Wide-Area-Network.

Accordingly, chapter 2] first presents the theoretical background of ROS2, DDS and
RTPS, as well as a detailed description of the issues that prevent ROS2 from functioning
over a WAN natively. This is followed by a discussion of two existing solutions,
both of which share the advantage of being applicable in the context of Telelab with
only minimal configuration or implementation effort. Finally, a new solution for
achieving ROS2 communication over WAN, ROS2 Connect, is introduced, which not
only outperforms the existing solutions but can also be seamlessly integrated into the
Telelab infrastructure.

Chapter [3| then introduces the two new robots to be integrated, together with their
properties, as well as the hardware and software modifications made to them. Finally,
the implemented and modified infrastructural components are presented, which serve
the purpose of completing the integration of the robots into the Telelab and thereby
realizing the overall objective.



Chapter 2
ROS2 over Wide-Area-Networks

This chapter proposes a method for achieving Robot Operating System 2 (ROS2)
communication between two host systems over a Wide-Area-Network (WAN). En-
abling ROS2 WAN communication is a key element of this work, as it is essential for
the teleoperation of mobile robots.

To achieve this goal and to show why an explicit implementation of ROS2 over WAN is
necessary at all, a background on ROS2 and its communication middleware Data Dis-
tribution Service (DDS) as well as the Real-time Publish-Subscribe Protocol (RTPS)
is first provided.

On this basis, the problem is then defined in detail and various existing solutions
are discussed and evaluated in terms of their suitability for the intended use in the
context of Telelab.

The method developed in this work is then presented, its implementation explained
and its suitability and performance compared to the existing solutions already pre-
sented.

2.1 Background

2.1.1 Data Distribution Service (DDS)

Data Distribution Service (DDS) is a specification by the Object Management Group
that describes a Data-Centric Publish-Subscribe (DCPS) model [I]. This model finds
application in the context of distributed applications, wherein it facilitates asyn-
chronous communication across a network infrastructure [I]. In this scenario, an
entity has the ability to publish data of a specific type and another entity can sub-
scribe to it if it is interested in that data [I]. Given that ROS2 employs DDS as its
communication middleware, which facilitates scalable multi-robot communication,
real-time behavior, zero-copy mechanisms, and best-in-class security, the following
will outline some of the fundamental concepts of DDS, as they will be found later in
the context of ROS2 [I, 2].

2.1.1.1 Publisher and Subscriber

Since DDS describes a DCPS model, the concept of Publisher & Subscriber exists
for asynchronous data exchange between entities, see Fig. 2.1 In this context, the
responsibility for making data from a given topic available falls upon the Publisher. In

3
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Identified by means
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| Subscriber
|
I
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data Vallm

DataReader -

Fig. 2.1: DDS Publisher & Subscriber Concept [1]

contrast, the responsibility for receiving data of a given topic falls upon the Subscriber
.

A Publisher is assigned a set of Quality of Service (QoS) policies and is associated
with a DataWriter, which is associated with a topic [I]. To publish data, a user
application must communicate with the DataWriter, which in turn passes the data
to be published to the Publisher, which subsequently publishes the data according to
its QoS policies [I]. The definition of the data and its type is derived from the topic.
A Subscriber, too, is assigned a set of QoS policies; however, it is linked with a
DataReader, which, like the DataWriter, is associated with a topic [I]. To access the
received data, the user application must communicate with the DataReader [I].

In order to receive or send data, user application must therefore create a Subscriber
and a DataReader or a Publisher and a DataWriter, both for a certain (and common)
topic [1].

2.1.1.2 Topic

The concept of a topic is used to allow the distinct identification of data objects
between the Publisher and Subscriber [I]. A topic is defined as a combination of
a name that is unique with respect to the domain, a data type and a set of QoS

4
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policies [I]. The QoS policies of the topic are combined with the policies of the
Publishers and Subscribers in order to influence their behavior [I]. Topics are defined
through the Interface Definition Language (IDL), specified by the Object Management
Group, a purely descriptive language that defines grammatical constructs used to
describe data types and interfaces [3]. IDL, in combination with DDS, provides a
mapping between platform and definition, so that a user application can use different
DDS implementations, since the definition of the topic is independent of the DDS
implementation [T], [3].

2.1.1.3 Quality of Service (QoS)

DDS employs a set of QoS policies that, when utilized in conjunction, affect the behav-
ior of DDS entities such as Publishers and Subscribers [I]. A set of these QoS policies is
referred to as QoS [I]. However, in this thesis, the term “QoS Definition” is employed
when referring to a set of QoS policies. It is important to note that not all QoS policies
are compatible [I]. To ensure a seamless exchange of data between a Publisher and
Subscriber, they both must use compatible or, in the best case, identical QoS policies
.

An example is the DurabilityQosPolicy [I]. This policy dictates the retention of pub-
lished data, ensuring that Subscribers who join the network at a later point can access
the data published earlier (“white board” principle) [1]. However, if a Publisher sets
the DurabilityQosPolicy to VOLATILE DURABILITY QOS, yet a Subscriber ex-
pects TRANSIENT LOCAL_DURABILITY__QOS, the Subscriber who joins the
network at a subsequent point in time will be unable to access any previously pub-
lished data. [1I] However, in instances of incompatibility between Publisher and Sub-
scriber QoS policies, complete prevention of communication is also possible [I]. One
such example is the ReliabilityQosPolicy, which specifies whether data should be
retransmitted in the event of loss or corruption [IJ.

2.1.1.4 Domain

A domain is defined as a logical communication separation layer [I]. Publishers,
Subscribers and Topics are attached to a DomainParticipant (see Fig. , denoting
their affiliation with a particular domain [I]. In this context, the DomainParticipant
functions as a factory for Publishers, Subscribers, and Topics [I]. The communication
between entities such as Publishers and Subscribers is only possible within the context
of the same domain [I]. This concept facilitates the isolation of DDS communication
from multiple user applications that share a common physical network; the domain
functions as a Virtual Private Network (VPN) [I]. To achieve this, each domain
is identified by a unique domainld which is defined as an integer value, generally
confined to the range of 0 to 232 — 1 due to the ephemeral port range [T, 2].

2.1.2 Real-time Publish-Subscribe Protocol (RTPS)

As DDS only describes a DCPS model, but not how data is exchanged between Pub-
lishers and Subscribers, the Real-time Publish-Subscribe Protocol (RTPS), specified

5
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Fig. 2.2: DDS DomainParticipant [I]

by the Object Management Group, will also be mentioned here shortly. Real-time
Publish-Subscribe Protocol (RTPS) is a DDS wire protocol that facilitates commu-
nication among vendor specific DDS implementations, optimizing the utilization of
Quality of Service [4]. The two most common DDS implementations in the context of
ROS2, eProsima’s FastDDS and the Eclipse Foundation’s CycloneDDS, both imple-
ment RTPS.

RTPS is mapped to DDS via the Writer and Reader structures, which represent end-
points, see Fig. [2.3] that are capable of communicating with each other by transmit-
ting RTPS Messages [4]. RTPS Messages are hereby composed of a header and a series
of Submessages, see Fig. [2.4] which also include a header and several Submessage-
Elements [4].

In the context of RTPS, Discovery is defined as the process by which participants inde-
pendently discover the existence of other participants through metatraffic and obtain
information about their configuration and as a result have the ability to configure
their local Writers and Readers to enable the exchange of data [4]. RTPS specifies a
discovery protocol for this purpose, which is divided into the Participant Discovery

6
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Entity Entity
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Fig. 2.3: Mapping between RTPS and DDS [4]

Mes sage 1 1 Header
Submessage 1 1 | SsubmessageHeader
>
1 1.*
o
1« [SubmessageHement
o————

Fig. 2.4: RTPS Message structure [4]

Protocol (PDP), which specifies how Participants discover each other on the network,
and the Endpoint Discovery Protocol (EDP), which specifies how discovered Partici-
pants exchange information about their endpoints [4]. However, given the possibility
for implementing multiple vendor-specific PDPs and EDPs, each RTPS implemen-
tation must implement the Simple Participant Discovery Protocol (SPDP) and the
Simple Endpoint Discovery Protocol (SEDP) in order to operate across implemen-
tations [4]. RTPS proposes the utilization of multicast for Discovery while utilizing
UDP/IP for data transport [4]. Despite this, it should be noted that certain DDS im-
plementations, including FastDDS, also offer the utilization of unicast for discovery
and TCP/IP for transport [5].

2.1.3 Robot Operating System 2 (ROS2)

The Robot Operating System, despite its name, is best described as a robotics frame-
work, as a set of libraries and tools or as a middleware that allow robots of all kinds
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to be implemented in a unified way without having to reinvent the wheel for every
robot.

The development of ROS began before 2007 at the Stanford Artificial Intelligence
Laboratory by Eric Berger and Keenan Wyrobek out of a need to create a stan-
dardized solution that would allow any robot to be integrated into projects without
having to spend a lot of time programming the robots [0} [7]. In November 2007, the
development moved to Willow Garage, a research laboratory for the development of
robotics hardware and software, with the first early release of ROS 0.4 Mango Tango
in February 2009 and the subsequent release of ROS 1.0 in January 2010 under the
BSD License [6H9]. Even then, ROS 1.0 contained sophisticated algorithms for navi-
gation, mapping, processing of sensor data such as cameras and laser scanners, and
visualization tools such as RViz [9]. In 2012, Willow Garage founded the Open Source
Robotics Foundation (OSRF) with the mission to “support the development, distri-
bution, and adoption of open source software for use in robotics research, education,
and product development” [10], under which the development of ROS has taken place
from 2013 to the present [11].

Due to changes in requirements resulting from the development of new technologies
in robotics, ROS1 was no longer able to optimally cover all use cases. It was limited
in terms of security, reliability in non-traditional environments, and real-time capa-
bilities [2]. As a result, development began on ROS2, which was released in December
2017 with the first ROS2 release Ardent Apalone under the Apache License 2.0 [12].
Unlike ROS1, ROS2 is based on DDS, which it uses as its communication middleware.

ROS2 releases, also known as ROS2 distributions in reference to Linux, are linked
to the Ubuntu release cycle [I2]. A new ROS2 release is issued with each new .04
Ubuntu release, and Ubuntu Long Term Support (LTS) releases are also ROS2 LTS
releases [12].

This thesis focuses on the ROS2 release Jazzy Jalisco, released in May 2024, for
Ubuntu 24.04 (LTS). Support for the release Kilted Kaiju, released in May 2025, is
also ensured.

2.1.3.1 ROS2 Architecture

As mentioned above, ROS2 uses DDS as its communication middleware, upon which
several abstraction layers are built, see Fig. [2.5

The lowest level is the direct DDS abstraction layer, the ROS Middleware (rmw),
which provides abstractions to the actual DDS implementation by offering a com-
munication interface [2]. The implementations for this interface are designed to be
interchangeable and exist for various DDS implementations, including two of the most
prominent ones: ePosima’s FastDDS and the Eclipse Foundation’s CycloneDDS [2].
The ROS Client Libraries (rcl) builds upon the rmw. The rcl, implemented in the C
programming language, serves as an intermediate interface for which bindings can
be implemented in different programming languages to provide ROS2 functionalities
[2]. The two most prominent bindings are ROS Client Libraries for C++ (rclepp) and
ROS Client Libraries for Python (rclpy).
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17 User Application
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Fig. 2.5: ROS2 abstraction layers [2]

Based on the language specific bindings of the rcl, user applications can be imple-
mented that can communicate with all levels of the ROS2 architecture and make use
of the DDS nature of ROS2.

As this thesis discusses implementations in C++-, only the rclepp binding is used in
the following.

2.1.3.2 ROS2 Concepts

A significant number of concepts in ROS2 originate from the underlying DDS, such as
the concepts of Topics, Publisher and Subscriber, and Quality of Service. Addition-
ally, ROS2 incorporates the concept of self-discovery, which is based on the Discovery
concept of RTPS. However, ROS2 also introduced new concepts, such as the concept
of a Node, see Fig. 2.6 In the following, the already known concepts are briefly
addressed in the context of ROS2, and the ROS2-specific concepts are explained in
more detail. It should be noted that this thesis cannot cover every ROS2 concept.
Consequently, the focus is on the important ones in the context of this thesis. For a
comprehensive overview of all concepts, see the papers by Macenski et al. [2, [13], as
well as the official ROS2 Jazzy Jalisco documentation [12].
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Fig. 2.6: ROS2 concepts [2]

Node

In the context of ROS2, a Node represents a participant in the ROS2 graph and func-
tions as a unit of processing, typically designed to accomplish a single logical objective
[12, 13]. A Node has the ability to communicate with other Nodes by the use of the
rcl and is capable of discovering other Nodes on its own [12, [13]. To facilitate this
communication, a Node employs Publishers and Subscribers, along with Services and
Actions [12, 13]. A Node thus groups different and often several instances of ROS2
concepts under one namespace [12]. Additionally, Nodes utilize parameters, thereby
enabling configuration at startup and external agents to modify their behavior dur-
ing runtime [12]. In the context of DDS semantics, a Node thus corresponds to a
DomainParticipant (see section [T4]. However, it should be noted that cer-
tain DDS implementations employ shared resources, thereby resulting in the mapping
of multiple ROS2 Nodes to a single DDS DomainParticipant [14].

In C++, a Node is implemented as a class that inherits from rclcpp: :Node. Con-
sequently, Nodes are executables and are organized into packages. Such packages
are typically managed by colcon, the ROS2 meta-build tool, which utilizes cmake
respectively ament_cmake.

Publisher and Subscriber, QoS, Topics, Messages and Interfaces

The concepts of Publishers and Subscribers, as well as QoS, Topics, Messages and
their definition, were adopted from DDS and RTPS (see section [2.1.1] and [2.1.2]) and
abstracted by the rmw and rcl.

ROS2 employs the ROS1 Message definition to specify the topic interface (data type),
which is subsequently converted into IDL definitions (.idl files) [14]. The ROS1 Mes-
sage definitions specify exactly how a Message is structured, i.e. what data fields it
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has, e.g. [12]
uint32 fieldl
string field2

A topic can then use this definition as its data type. Consequently, a Publisher can
utilize a topic to publish Messages of the Topics type, or a Subscriber can utilize a
topic to receive Messages [12]. Both can be influenced in their behavior by assigned
QoS policies [12].

In rclepp, two types of Publishers and Subscribers are distinguished: typed Publish-
ers and Subscribers, which hold received or outgoing Messages in C-structures and
of which the type must be known at compile time; and generic Publishers and Sub-
scribers, which hold Messages as raw byte vectors and of which the type must only

be known at run time [I4] 15].

The ROS2 Publishers and Subscribers are abstracted by the rmw and correspond to
a DDS DataWriter, Publisher and Topic, respectively a DDS DataReader, Subscriber
and Topic, and originate from a DDS Participant [14]. The rcl subsequently offers
two interfaces: one for publishing data of a topic through the publish method call of
a Publisher, and the other for subscribing to a topic by defining a callback function
which is called upon data arrival [12] [15].

Services and Actions

The concept of Services and Actions in ROS2 enables the remote execution of code in
form of a pre-defined procedure [12]. While both accept request and return param-
eters, a Service is executed synchronously, i.e. blocking, while an action is executed
asynchronously, allowing its execution to be interrupted and providing continuous

Service
Request

Fig. 2.7: ROS2 Service, based on [12]
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feedback during its execution [I2]. Services, therefore, should never be used for
longer-lasting procedures; an example of a Service use is querying sensor values [12].
On the other hand, an Action is ideal for longer-lasting procedures and is often un-
derstood literally as an action, such as autonomously moving and docking a robot to
a charging station [I2]. Services and Actions are identified like Topics by a unique
name and their interface is defined in the already known style of ROS1 Message
definitions, e.g. (left for a Service and right for an Action) [12]:

int32 request int32 goal

int32 response 1int32 result

int32 feedback

ROS2 Services and Actions do not have a direct equivalent in DDS. Consequently, they
are implemented internally via topics that are hidden from the user [14]. A Service
is composed of one or many Service Clients, which initiate a request and wait for the
response, and a single Service Server, which advertises a Service, receives a request,
executes the defined procedure, and responses with a result (see Fig. and
[12)].

An Action is also composed of one or more Action Clients and a single Action Server
with the same role distribution (see Fig. and [12]. The Client and Server
utilize three Services internally [I4]. The first Service facilitates the transmission of
the request / goal (Goal Service); the second Service facilitates the transmission of
the response / result (Result Service); and the third Service provides the capability
to cancel the processing of a goal (Cancel Service) [14]. Furthermore, two topics are
established on which the Action Server publishes and the Action Client subscribes,
thus providing continuous feedback (Feedback Topic) and information about accepted
goals (Status Topic) [14].

It should be noted that, in ROS2 Jazzy Jalisco, only Service Clients exist in a generic
variant in rclepp. Service Server as well as Action Servers and Clients do not, thus
always need to be implemented with their type known at compile time [14] [15].

Executors and CallbackGroups

As previously described, DDS specifies an asynchronous DCPS model, which necessi-
tates the processing of asynchronous callback handlers such as those from Subscribers,
Service and Actions or Timers. In ROS2, this is accomplished through the utilization
of Executors and CallbackGroups. These mechanisms facilitate the coordination of
the order and timing of pending and asynchronous tasks, in addition to the execution
of these tasks through on or multiple threads [12] [13]. For this purpose, a wait set is
used to inform the executor thread(s) about available new messages or events [12, [13].
These messages or events are held in the middleware until they are processed in order
to respect their respective QoS definitions [I2]. Upon invoking the spin() function on
the executor instance, it proceeds to evaluate the wait set and subsequently invokes
the user-defined callback functions associated with the messages or events [12] [13].
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Fig. 2.8: ROS2 Action, based on [12]

At present, there are three distinct implementations of Executors in the ROS Client
Libraries for C++ (rclepp), with new implementations already under development
[13]. By default, ROS2 utilizes the SingleThreadedExecutor, which operates using
a single thread to process all messages and events [12, 13]. Furthermore, the Stat-
icSingleThreadedExecutor demands that all Subscriptions, Timers and Service and
Action Servers, and Clients to be created during Node initialization and remain static
thereafter [I12]. In contrast to the other two Executors, this approach eliminates the
StaticSingleThreadedExecutor’s need to continuously scan the Node for changes to
its structure [12].

The third implementation is the MultiThreadedExecutor, which utilizes a thread pool
with a predetermined number of threads [12) [I3]. Consequently, the MultiThread-
edExecutor is capable of processing an equivalent number of callbacks concurrently
as the number of its threads [12], [13]. Furthermore, callbacks can be organized into
CallbackGroups, which exist as mutually exclusive and reentrant types [12), 13]. The
execution of callbacks from disparate callback groups can be executed concurrently
[12]. Within a reentrant CallbackGroup, callbacks can be executed in parallel with
respect to the group [12]. In contrast, within a mutually exclusive CallbackGroup,
callbacks can only be executed sequentially with respect to the group [12].

Launch

In a typical ROS2 setup, several nodes usually run across multiple processes, all of
which require different configuration parameters at startup [12]. In order to simplify
the startup and configuration of such a rapidly growing and complex setup, ROS2
offers its own launch system named “launch”. This concept enables the execution
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view frames Result

Recorded at time: 1622031689.1036122

Broadcaster: default authority
Average rate: 62.682
Buffer length: 5.073

Most recent transform: 1622031689.094395

Oldest transform: 1622031684.02114

Broadcaster: default authority
Average rate: 62.881
Buffer length: 5.073
Most recent transform: 1622031689.094407
Oldest transform: 1622031684.021307

Fig. 2.9: tf2 tree recorded with tf2_ tools [12]

of a single command that can initiate and configure the parameters of an arbitrary
number of nodes [I2]. In order to achieve this objective, a launch file is created
that specifies the nodes to be initiated and the method by which they are to be
started, in addition to the parameter values to be assigned to them [I2]. Launch
also facilitates the monitoring of processes executing the nodes, enabling a response
to various events, such as the termination of a started Node [12]. Launch also im-
plements signal handlers for Unix signals, including Signal Interrupt (SIGINT) and
Signal Terminate (SIGTERM) [16]. These signal handlers forward the received signals
to the individual processes / nodes initiated by launch [16]. As a result, a controlled
and graceful shutdown of the started nodes is achieved.

Tf2

Tf2 is a core library of ROS2 that facilitates the storing of distinct coordinate frames
and their interrelationships [I7]. This enables the transformation of data recorded
in one coordinate frame into another, without the necessity for every component of
the overall system to be aware of the precise relationship between the coordinate
frames [I7]. In order to achieve this objective, tf2 maintains an acyclic and directed
tree internally, in which the coordinate frames are represented by the nodes and the
transformations are represented by the edges [17]. This facilitates a rapid search for
the relationship between two coordinate frames, thereby enabling the calculation of
their respective transformation [I7]. Given that the tree is directed, it follows that
the inverse transformation must be applied in order to ascend a path between the
coordinate frames [17]. Fig. shows an exemplary tf2 tree.

In tf2, each transformation is associated with a timestamp (StampedTransform) and
has limited validity [I7]. Consequently, each request for data from the tf2 tree must
be timestamped [17]. This guarantees that the transformation corresponding to the
request timestamp is returned [17].
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Tf2 employs the concepts of the transformation Broadcaster (internally a Publisher)
and Listener (internally a Subscriber) [17, [1§]. Additionally, the method call 1ookup
Transform(...) facilitates an explicit transformation lookup [12, 18]. Tf2 differ-
entiates between two types of transformations: dynamic transformations and static
transformations [I8]. Dynamic transformations are defined as those transformations
between two coordinates frames that can change over time. A notable example of this
would be the transformation between the base coordinate frame of a robot and a map
in which the robot moves. In contrast, static transformations are defined as those
transformations between two coordinate frames that remain constant over time. An
example of this would be the transformation between the base coordinate frame of
a robot and its laser scanner. Two topics are employed by tf2 for this purpose. The
/tf topic is designated for dynamic transformations, while /tf_static is used for static
transformations [I§]. The distinction between these two topics is rooted in the QoS
policies, particularly with respect to the Durability policy [I8]. /tf_static employs
TRANSIENT LOCAL, while /tf utilizes VOLATILE (see also [18].

rosbag?2

Rosbag2 is a command line tool that facilitates the recording of data published by
Publishers, enabling its replay in its original form at a subsequent point in time [12].
To this end, rosbag2 accumulates the published data on one or more topics in a
file, also known as a bag [12]. Subsequently, the recorded file (bag) can be replayed
with rosbag2, which will result in the creation of all the recorded Publishers, which
then publish their respective data with the same timing as was recorded [12]. This
facilitates the archiving and sharing of data results from experiments.

Rosbag?2 also has the capability to record Services and Actions; however, this func-
tionality is conditional upon the presence of nodes that facilitate Service / Action
introspection [12].

2.1.4 WebSocket Protocol

As WebSockets are to play a significant role in this thesis, they will be mentioned
briefly here. WebSockets, better known as the WebSocket protocol, are a bidirec-
tional communication protocol based on TCP/IP, which is standardized by the In-
ternet Engineering Task Force (IETF) in Request for Comments (RFC) 6455 [19]. The
WebSocket protocol is independent of the HT'TP protocol, yet it employs it for the
initial opening handshake, which is utilized for the connection upgrade [19]. Subse-
quent to the opening handshake, the two agents, one designated as server and the
other as client, are capable of exchanging messages independently of each other via
a single TCP/IP connection [19]. In the context of the WebSocket protocol, these
messages are referred to as frames. The uniform header, which defines an Operation
Code (opcode) among other things, and the actual payload data are the two important
components of the frame [I9]. A categorization of frames is possible based on the
opcode, which distinguishes between text frames, binary frames, continuation frames,
and control frames [19]. Text frames and binary frames are utilized for the transfer of
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payload data, whereby in the case of text frames, the payload is interpreted as UTF-
8, and in the case of binary frames, the interpretation is left to the application that
sends or receives the payload [19]. Continuation frames are used for fragmentation
of larger payload data into multiple frames while control frames, on the other hand,
do not carry and payload data but signal various events at the protocol level, such as
closing the connection or ping/pong messages to maintain the connection and verify
the viability of the connection partner [19].

Finally, it should be noted that payload data transmitted from a server agent to a
client agent is not masked, however, payload data from a client agent to a server
agent is required to be masked with an unpredictable 32-bit key [19].

2.2 Problem and Goal Definition

As previously outlined, teleoperation necessitates ROS2 communication between two
host systems over a Wide-Area-Network (WAN). In this scenario, ROS2 nodes would
be executed on a robot, thereby providing hardware abstraction. A user would then
operate the robot from their computer, with both distributed over a WAN and being
behind two or more Network Address Translation (NAT) routers.

This scenario presents an inherent challenge to the self-discovery mechanism of ROS2
nodes, which is based on DDS / RTPS discovery mechanisms. The underlying rea-
son for this challenge is that DDS / RTPS utilizes multicast over UDP/IP for the
Simple Participant Discovery Protocol (SPDP) and Simple Endpoint Discovery Pro-
tocol (SEDP) [4]. However, multicast utilizes the address range 224.0.0.0/24 (local
network control block) by default, for which the specification states that incoming
packages in this address range must not be forwarded by routers [20]. Additionally,
the Time-To-Live (TTL) is configured to be 1 by default for multicast datagrams,
resulting in the datagram’s death at the first hop [2I]. In summary, this results
in multicast functioning exclusively across a local subnet by default. Consequently,
its functionality is not applicable to networks distributed across a WAN behind NAT
routers.

Therefore, it is necessary to explicitly implement ROS2 communication over WAN
in order to achieve the desired teleoperation of robots within the context of Tele-
lab. Three approaches are viable for achieving this objective: The discovery of ROS2
nodes can be facilitated through the utilization of vendor-specific DDS discovery mech-
anisms, the DDS or ROS2 messages can be intercepted and manually transmitted via
an established network connection, or the two networks can be bridged in the form
of a Virtual Private Network (VPN).

The goal hereby is to facilitate the transmission of messages from all Publishers and

Subscribers, while concurrently enabling Service and Action calls. Also, it is essen-
tial to enable comprehensive tf2 functionality, encompassing the transfer of the tf2
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tree and all its StampedTransformations. Moreover, the implementation of time syn-
chronization mechanisms is crucial since, as previously outlined in section [2.1.3.2]
tf2 transformations are always timestamped and have a limited validity [I7]. At the
same time, it is imperative to ensure that the overhead with regard to the connection
is minimized to facilitate the efficient transfer of data at optimal speed while con-
currently transferring multiple data packages in parallel. Finally, for the context of
the Telelab, Authentication, Authorization and Accounting (AAA) mechanisms must
also be implemented to ensure that only one user at a time (who has a corresponding
reservation) has access to a specific robot and can only view explicitly permitted data
and perform explicitly allowed operations.

The subsequent sections of this thesis thus present various existing solutions and
evaluates their applicability within the use of Telelab. Furthermore, a new solution is
proposed, its implementation explained and its suitability and performance compared
to the existing solutions evaluated before.

2.3 Existing Solutions

This section presents existing solutions for the problem of ROS2 over WAN. A common
characteristic of the presented solutions is that they require either minimal configu-
ration or limited programming effort for achieving the previously defined objective.
In total, four potential solutions are considered here. Of these, two are discussed in
detail, while the remaining two are excluded due to their lack of suitability for the
intended use case or externally imposed limiting factors.

It is important to note that numerous other approaches exist. However, these were
excluded from consideration based on factors such as incompatibility with the objec-
tive to achieve, poor code quality, or lack of active maintenance.

In the subsequent section, the term “client” is employed to denote a user who intends
to operate a robot with a computer and is thus part of the WAN behind a NAT router.
Furthermore, eProsima’s FastDDS is designated as “FastDDS”, and the Eclipse Foun-
dation’s CycloneDDS as “CycloneDDS”. Additionally, the term “DDS” is used to refer
to a comprehensive DDS implementation that includes the implementation of RTPS.

2.3.1 VPN and Vendor-Specific Discovery

A Virtual Private Network (VPN) facilitates the integration of participants into a
shared non-physical network [22]. In this scenario, the client and robot would be
in a shared subnet, thereby enabling multicast and, consequently, ROS2 discovery to
function without further configuration [22]. In principle, a VPN would therefore be a
very favorable solution for ROS2 over WAN. The implementation of AAA mechanisms
and sufficient network security to prevent the client from operating outside the subnet
or addressing other hosts than the robot in the subnet would be sufficient.
Nevertheless, given the network operator’s aversion to accommodate a VPN, this
solution must be dismissed.
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Another option to consider is the utilization of DDS vendor-specific discovery and
transport mechanisms. As previously mentioned in section [2.1.2] DDS respectively
RTPS implementations are required to support SPDP and SEDP to ensure interoper-
ability. However, they are free to implement supplementary discovery and transport
protocols or mechanisms. The two DDS implementations, FastDDS and CycloneDDS,
both support unicast over UDP/IP or TCP/IP with fixed peers as an alternative to
multicast [B, 23]. In contrast to multicast, unicast utilizes standard IP routing [24].
Consequently, unicast traffic is routed by routers across a WAN. However, NAT routers
pose a significant challenge due to their tendency to block incoming unsolicited con-
nections. In such cases, the utilization of port forwarding or other NAT traversal
mechanisms becomes a necessity, yet these cannot be realized by all clients, for ex-
ample, due to a lack of access to the NAT router or a network topology in which
multiple NAT routers operate in series. Also, despite its theoretical functionality and
implementation, CycloneDDS, presents challenges in its ability to function seamlessly
with unicast. Consequently, unicast is not a viable solution for ROS2 discovery over
WAN in the context of Telelab.

Another discovery mechanism is central discovery, as implemented by FastDDS’s
Discovery Server. This mechanism enables nodes to communicate with each other
subsequent to the exchange of discovery information with a central server that is
accessible to all participants [2, 5], see Fig. Nevertheless, given that this
discovery mechanism imposes the use of FastDDS on all participants, which may
not be desirable, central discovery via the FastDDS Discovery Server is also not a
viable solution. However, eProsima’s DDS Router is based on a similar concept and
is discussed in more detail in section 2.3.2

There are also other vendor-specific discovery and transport mechanisms, neverthe-
less, all of these mechanisms either impose a binding to an explicit DDS implementa-
tion or have problems with NAT routers, therefore needing NAT traversal mechanisms.
For this reason, vendor-specific discovery mechanisms of the two common DDS im-
plementations, FastDDS and CycloneDDS, are not viable solutions and will not be
considered further.

Disovery Server

Discovery Discovery
/chatter
Talker —]  Listener
User Data

Fig. 2.10: FastDDS Discovery Server topology, based on [5]
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2.3.2 eProsima’s DDS Router

As the name suggests, eProsima’s DDS Router is a software router for DDS respec-
tively RTPS messages. The DDS Router facilitates the transmission of DDS / RTPS
messages among DDS entities, irrespective of their geographical distribution or net-
work configuration [25]. This enables DDS communication across different domains
within a host system or subnet, or across a Wide-Area-Network [25]. And, as ROS2
employs DDS as its communication middleware, it enables ROS2 over WAN.

The DDS Router offers two topologies to fulfill this objective [25]:

1. In the first scenario, the DDS Router software is deployed on the two host
systems, robot and client, which act as edge devices within the network. These
instances then communicate directly with each other over a WAN, facilitating
the exchange of DDS traffic.

2. In the second scenario, the DDS router software is deployed on the two host
systems, robot and client, in addition to a third DDS Router instance on a
host system that is public accessible to both, see Fig. This public host
functions as a Traversal Using Relays around NAT (TURN) repeater, thereby
facilitating NAT traversal.

In the case of Telelab, the presence of multiple NAT routers between the robot and
the client necessitates the selection of the topology via an additional TURN router.

In addition to the option of transmitting all DDS traffic via UDP/IP, DDS Router
also offers the option of transmitting traffic via TCP/IP, which is preferable for WAN
communication due to its higher reliability [25]. In this particular context, the DDS
Router also provides the option of TLS over TCP for the purpose of encrypting DDS
traffic during transport [25]. Furthermore, DDS Router incorporates built-in topic
filtering, enabling configuration through allow and block lists, thereby restricting
client interaction to approved topics [25]. Logging and monitoring are also provided,
facilitating the documentation of client connections and the transmission of data [25].
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LAN
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Fig. 2.11: DDS Router topology with TURN repeater [25]
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Therefore, mechanisms for authorization and accounting are available. However, the
implementation of the authentication mechanism must still be executed manually.
Options here would either involve the implementation of targeted ad hoc configuration
of firewall policies, or restriction of the connection option to selected clients via TLS
certificates.

It should also be noted that the DDS Router functions optimally when used in con-
junction with FastDDS, as both are developed by eProsima. Nevertheless, the DDS
Router is also compatible with CycloneDDS, although this may potentially disrupt
some vendor-specific functionalities of both.

2.3.2.1 Setup and Deployment

Since the DDS Router is a ready-made software solution, apart from authentication
mechanisms, no programming effort is required, only minimal configuration.
According to the specifications outlined in the documentation [25], the code provided
by eProsima must be compiled on all three hosts A, B and C (see Fig. at the
beginning in order to facilitate setup and deployment. The utilization of colcon, the
ROS2 meta-build-tool, is recommended in this context. When attempting to compile
with a GCC (GNU compiler collection) version 12.x, the error “maybe-uninitialized”
may be encountered. This error can be converted into a warning by utilizing the
cmake argument ~-DCMAKE_CXX_FLAGS="-Wno-error=maybe-uninitialized" to pre-
vent the compilation process from aborting. However, this has no effect on the func-
tionality of DDS Router an does not occur with GCC version 13.x.

Following the compilation of the code on all three hosts, a total of three configurations
in YAML format must be created. Hereby, the configuration files from host A and B
are identical, with the exception of potential variations in the local domainld. The
configurations consist of defining two domain participants. On the one hand, a local
participant is defined, thereby enabling the DDS Router to subscribe and publish the
DDS traffic of the corresponding domain on the corresponding host. On the other
hand, a WAN participant is defined, thus enabling the locally received DDS traffic to
be transported (respectively relayed) via TCP to the other host(s) or received from
them.

The configuration examples employed for the subsequent evaluation are documented
in appendix [A.1] as well as the commands needed to start the DDS Router instances.
Within the scope of DDS Router, WAN participants that do not function as repeaters
are uniformly designated as clients.

In the context of Telelab, it would later suffice to provide the user with instructions on

how to compile the DDS Router and how to execute it with the correct configuration
file.
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2.3.2.2 Performance Evaluation

A standardized procedure is employed for the evaluation, which is also applied in the
remainder of this thesis and explained here. The objective of this procedure is to
measure the time required for a ROS2 message of variable size to be transmitted from
host A to host B and back. The measured transmission time can then be compared
with the other ROS2 over WAN solutions presented in this thesis, as well as with the
TCP data throughput between host A and B, which is determined using the iperf3
software. The procedure facilitates the transmission of ROS2 messages in both sequen-
tial and parallel. In the context of sequential transmission, this approach enables the
extraction of performance metrics and overhead comparisons between the implemen-
tation and conventional TCP packets (iperf3). Conversely, in the context of parallel
transmissions, conclusions can be drawn regarding the scalability of the implementa-
tion. This is particularly important in the context of Telelab, as a substantial amount
of data, including laser scans, image data, status data and localisation data, must be
transmitted in parallel or quasi-parallel.

The procedure is carried out as follows, whereby host A is located in the university
network, while host B is located in a private network external to the university, both
networks connected via a WAN. Host C is also located in the university network and
considered a publicly accessible host (network edge). The topology is illustrated in

Figure 2.12]

1. Firstly, host A and B are time-synchronized through the Network Time Pro-
tocol (NTP). Host C does not require explicit time synchronization because it
does not record timestamps itself. Host A is synchronized with an NTP time
server located in the same network which is synchronized with the Physikalisch-
Technische Bundesanstalt (PTB). Host B is synchronized directly with the NTP
time server of the PTB. The procedure presented here involves a round trip of
the transmitted ROS2 message, enabling the calculation of errors in the time
synchronization between host A and B as uncertainty provided that the clock
of host B is monotonic during a measurement.
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In the case of host A, a small clock skew of less than 1 millisecond to the
NTP server is to be expected, as demonstrated by Novick et al. [27]. In the
case of host B, however, the skew can vary between 1 millisecond and tens
of milliseconds, as demonstrated by Novick et al. [27] and Mills [28]. How-
ever, the time measurements carried out in this thesis demonstrated a median
time synchronization error of 0 ms between host A and B. The maximum time
synchronization error was consistently below 1 ms.

. Subsequently, the bandwidth of the connection between host B and host C is
determined using iperf3. It is not necessary to measure the bandwidth of the
connection between host A and C, as they are connected via an internal network
with a steady bandwidth of 1 Gbit/s. This bandwidth is significant higher than
the bandwidth between hosts B and C in all cases.

The bandwidth test is initiated by launching iperf3 in server mode on host C.
Subsequently, host B executes the measurement in client mode for a duration
of 60 seconds per direction under the deactivation of the Nagle’s Algorithm,
enabling to identify asymmetries in connection speed.

Alg. of Appendix shows the shell commands that must be executed on
host B and C for the iperf3 bandwidth measurements.

. Now the actual evaluation begins with sequential measurement. In order to
execute this process, it is necessary to initiate the ROS2 Node primary, which has
been developed for the purpose of time measurement, on host B. Concurrently,
the ROS2 Node secondary is to be initiated on host A. The time measurement
can be described as follows:

primary publishes a new message of type “time measurement/msg/Time
Measurement” on the topic /primary, which is defined as follows:

# variable payload
uint8[] payload

# count to identify the message
int32 count

These messages contain the value count, which facilitates their identification,
as well as a variable payload. If the payload is empty (empty array), the size
of the message serialized as a byte vector is 12 Bytes.

secondary subscribes to the topic /primary, receives the published message, and
subsequently republishes it on the topic /secondary, to which primary sub-
scribes. Hereby, primary records two timestamps: “A”  which corresponds to
the moment at which a message is published, and “NN”, which corresponds
to the moment at which the message is received again. secondary records the
timestamp “GG” at the time a message is received and “H” at the time it is re-
published. The timestamps are associated with the count value of the message,
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Fig. 2.13: DDS Router Time Measurement Sequence

thereby enabling the aggregation and subsequent evaluation of the timestamps
recorded by the two systems.

The designation of the timestamps is such that subsequent evaluations may
incorporate additional timestamps. However, given the nature of the DDS
Router as a “closed system”, it is only possible to capture the described four
of the total 30 possible timestamps. Fig. shows a sequence diagram with
the time measurement process described above.

A total of 1000 messages are published by primary sequentially, and the respec-
tive timestamps are recorded, which is repeated for various different payloads.
Subsequently, primary and secondary export the recorded time stamps to a
JSON file, which is then subjected to statistic evaluation through the utiliza-
tion of a Python script with the help of the Pandas library. This statistic
evaluation includes the calculation of the arithmetic mean / average, median,
minimum, and maximum transmission times as well as the standard deviation
and Coefficient of Variation (CV), which is calculated by:

1 N )
o yw T
oo 1t

where:

Cy coeflicient of variation

o standard deviation

1 arithmetic mean / average
N sample size

T the i-th measurement value

Hence, the Coefficient of Variation is a dimensionless statistic defined as the
standard deviation divided by the arithmetic mean / average. Therefore, ac-
cording to Abdi [29], this statistic expresses the magnitude of variability relative
to the typical value for the time measurement of a certain payload size. In this
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work, CV functions as a scale-independent “relative jitter” metric, enabling di-
rect comparison of latency stability across payload sizes whose absolute delays
differ by orders of magnitude, as described by Malm et al. [30]. To this end,
a rating scale is employed to interpret the value, which was derived from the
works of Sundaresan et al. [31] and Lee at. al [32], with a CV from 0 to 10%
indicating low variability, 10 - 30% indicating moderate variability, 30 - 50%
indicating high variability, and > 50% indicating a very high variability.

The code and Python scripts developed and utilized for time measurement can
be found on the data medium accompanying this thesis, see appendix [C]

4. Subsequent to the execution of sequential time measurement, parallel time mea-
surement is performed in a similar manner. Here, time measurements are per-
formed for selected payload sizes with varying degrees of parallelization. As
previously outlined, the above-mentioned time stamps are recorded, exported
and subsequently subjected to statistical analysis.

For this sake, parallel time measurement employs the two ROS2 Nodes pprimary
and psecondary. These are characterized by their ability to concurrently process
n € N ROS2 time measurement messages as defined above. To this end, both
nodes utilize a MultiThreadedExecutor (see section with n + 1 threads
to process the n incoming messages in parallel, and an additional thread for
any additional events that may arise. Furthermore, n topics are used. pprimary
publishes on the topics /primary_0 to /primary_n—1 and psecondary republishes
on the topics /secondary_0 to /secondary_n—1. The distribution of roles among
publications remains consistent with the sequential time measurements.

As for the sequential measurement, a total of 1000 messages are published
by pprimary, distributed over the n available Publishers in parallel, and the
respective timestamps are recorded, which is repeated for selected payload sizes
and, per payload size, with different degrees of parallelization, hence, different
values for n.

Figure presents the results of the sequential time measurement, whereby time
measurements were carried out for messages with a total size ranging from 12B to
200kB. The graph displays the total message size on the logarithmic (base 10) X-axis
and the total transmission time of a message (round trip) on the linear Y-axis. The
average transmission time for each measured message size is indicated in blue, the
median transmission time is indicated in orange, the range between the minimum
and maximum measured transmission time is shaded in green, and the theoretically
optimal transmission time based on the measured bandwidth (uplink 18.5Mbit/s,
downlink 58.6 Mbit/s) is indicated in gray.

It can be observed that the difference between the average measured transmission
times and the theoretically optimal transmission times remain relatively constant,
ranging from 38 ms to 43 ms for message sizes up to 6 kB. However, for message sizes
exceeding 6 kB a steady increase of the difference can be observed, and for message
sizes exceeding 60kB, there is a pronounced increase in the difference, reaching a
maximum at about 147 ms. These longer transmission times for larger messages can
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Fig. 2.14: Sequential Time Measurement of eProsima’s DDS Router

be attributed to transmission / serialization delay and has also been observed in the
ROS2 over WAN implementation introduced in this thesis as well as for the subsequent
existing solution. In contrast to the new ROS2 over WAN solution presented in this
thesis, ROS2 Connect, the observed increase in transmission times is not influenced
by the default congestion control algorithm employed be the Linux kernel (see section
RA10)

Furthermore, it can be seen that average and median transmission times are very close
to each other and are close to the recorded minimum transmission times, despite the
substantial range (i.e., the difference between the minimum and maximum recorded
transmission times) observed among the individual measurements, which can reach
up to 200ms. This shows a distribution of the measured transmission times that is
skewed towards the left.

Figure [2.15| illustrates this again by a histogram with 20 bins depicting the 1000
measured values of a time measurement for messages with a total size of 2kB on the
left and an X-Y line plot of these 1000 measured values on the right.

The histogram indicates that nearly 900 of the measured 1000 values are concen-
trated around 36 ms. However, the presence of outliers is also evident, with a notable
concentration in the 70 ms range, and a smaller number also present in the 100 ms
range. The X-Y plot provides a visual representation of these outliers, as it reveals
the presence of substantial spikes, with the Coefficient of Variation of the measured
values being 28.29% indicating moderate variability to high variability.

The mean CV over all measured message sizes was also in this range at 29.53% (median
at 31.12%), with a minimum of 2.85% at 200 kB and a maximum of 52.22% at 252 B.
Given that a high CV was not measured for the subsequent existing ROS2 over WAN
solution or the new solution introduced in this thesis, and that a lower value could
not be measured by repeated measurements even with the client being in different
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Fig. 2.15: Left: Distribution of time measurement values, Right: Plot of time mea-
surement values, both for 2kB total message size

networks, it must be assumed that this high variability of the round-trip times is an
implementation-related phenomenon of the DDS Router.

Another phenomenon that can be observed is an increase in the average transfer time
when the DDS Router instances are run for an extended period and several time
measurements are conducted consecutively without restarting the instances after each
run, which is illustrated by Fig.

In this case, 10 time measurements were performed in succession for a total message
size of 1kB. A steep increase in the average and median transmission time was ob-
served with the sixth measurement. The eighth time measurement showed a slight
decrease in the median transmission time, while the average remained relatively con-
stant. The minimum transmission time exhibited a negligible increase, while the
maximum time demonstrated fluctuations that were already previously observed in
Fig. [2.14L The CV was merely constant at around 38%. This indicates a shift in the
distribution, favoring the outliers that had previously been observed, which become
increasingly prevalent with the sixth measurement. This phenomenon again is not
attributable to measurement errors or network issues, and can be reliably reproduced.

Another behavior of the DDS Router is that messages with a total size of 100kB or
more cause significant problems. In this scenario, the DDS Router instance of host
B repeatedly stops responding and is unable to transfer the entire message, and can
only be terminated via a Signal Kill (SIGKILL). Messages exceeding 200kB in size
were not transmitted at all.
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Fig. 2.16: Repeated Sequential Time Measurement of eProsima’s DDS Router with
1kB

It is likely that the phenomena described above are a result of the memory man-
agement, buffer sizes, and Nagle’s algorithm of the DDS Router. However, this
hypothesis could not be verified due to the lack of successful reconfiguration of the
DDS Router respectively FastDDS in regard of the DDS participants. Nevertheless,
it is evident that these phenomena do not result from measurement errors or other
side effects, as other ROS2 over WAN solutions evaluated in this thesis do not manifest
this behavior under equivalent measurement conditions.

Finally, parallel time measurement was conducted, the results of which are presented
in Figure [2.17, whereby time measurements were carried out for messages with a total
size ranging from 12B to 10kB with a degree of parallelization from 1 to 10. The
plot illustrated the degree of parallelization on the X-axis, defined as the number of
messages transmitted in parallel, and the total transmission time of these messages
on the Y-axis. The average transmission times of the different messages sizes are
depicted in relation to the degree of parallelization.

It can be seen that the transmission time of two parallel messages is about 1.75 as
long as of a single message. A further sharp increase in transmission time is observed
with three parallel messages. In instances involving four or more messages, an addi-
tional phenomenon emerged: for messages of less or equal than 1kB, a subsequent
yet less pronounced increase in the average transmission time was observed, which
subsequently stabilized. In contrast, for messages exceeding 1kB, the average trans-
mission time exhibited a substantial decrease, approaching the transmission time of
a single message.

As before, this phenomenon can be replicated and is not attributable to measurement
errors or fluctuations in network quality.

As has been previously observed, the problem arose again that the DDS Router
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Fig. 2.17: Parallel Time Measurement of eProsima’s DDS Router

instance on host B becomes unresponsive, could no longer transmit messages, and
must be terminated by a SIGKILL. In this instance, however, the issue manifested
with messages exceeding 20 kB in size and exhibiting a degree of parallelism of 2.

2.3.2.3 Suitability

Finally, the suitability of eProsima’s DDS Router for ROS2 over WAN in the context of
Telelab will be assessed. The fact that the DDS Router is an almost ready-made solu-
tion that only requires to be expanded to include authentication mechanisms speaks
in favor for its use. However, there exist several arguments against its use. On the
one hand, DDS Router exhibits a fixed dependency on a third party, a circumstance
that has the potential to result in complications over the course of several years of
operation. On the other hand, it cannot be completely ruled out that operation
with DDS implementations other than FastDDS is possible on a permanent basis and
whether this makes sense at all with regard to possible incompatibilities due to the
elimination of vendor-specific functionalities. Moreover, the time measurements have
revealed several phenomena. In particular, the slowing down of the average trans-
mission time during longer operation (Fig. should be emphasized here, which,
however, would be the normal use case. Additionally, the issues associated with
the transmission of larger messages, wherein the DDS Router ceases to function and
necessitates termination by SIGKILL, would compromises e.g. the transmission of
camera images or parallel transmissions in general. Parallel transmission also comes
with longer average transmission time since DDS Router does not seem to implement
dedicated mechanisms for handling several topics in parallel; in Telelab, however,
several parallel topics will have to be transmitted.

In summary, the DDS Router is not a viable solution for ROS2 over WAN in the
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context of Telelab. Its performance, reliability, and compatibility are insufficient for
the intended use case.

2.3.3 Rosbridge

The Rosbridge respectively the ROS2 node rosbridge websocket of the package ros-
bridge server is part of the meta-package rosbridge suite, which is developed by
RobotWebTools [33]. This node provides a JavaScript Object Notation (JSON) Ap-
plication Programming Interface (API) for ROS2 [33]. Its primary function is to facil-
itate access to ROS2 functionalities and interaction with ROS2 via JSON, for instance,
for JavaScript integration, which enables web clients to display ROS2 data, such as
laser scans, or to initiate service calls [33]. Rosbridge offers a variety of transport
protocols to facilitate this process, including the utilization of WebSockets which are
NAT friendly [33].

Despite the fact that Rosbridge was not developed as a ROS2 over WAN solution,
it can still be used for this purpose. For this, a Rosbridge instance is initiated on
the client and robot, respectively, utilizing WebSockets as a transport mechanism.
Subsequently, a ROS2 node, which has been developed for this purpose and is called
rosbridge _websocket _bridge, is initiated on the client. In this configuration, the
developed rosbridge websocket bridge node establishes a WebSocket connection to
the Rosbridge instance that is running on the client and to the instance running on the
robot, see Fig. [2.18 rosbridge _websocket_bridge hereby functions as a bridge itself,
facilitating the transmission of incoming messages and events from the robot to the
client and vice versa. Consequently, the implementation of a ROS2 over WAN solution
can be facilitated via the utilization of WebSockets, employing the JSON API of the
Rosbridge. Given that WebSockets are utilized as the transport mechanism, which
can be secured using TLS and are also NAT friendly, no NAT traversal mechanisms
need to be implemented.

However, Rosbridge does not implement any AAA mechanisms apart from rudimen-
tary accounting mechanisms. Therefore, it is necessary to implement all AAA mech-
anisms. One potential implementation would be another node similar to the ros-
bridge__websocket__bridge node. This new node would be executed on the robot and

4 N 4 N

Rosbridge
Rosbridge
WAN
Rosbridge
\ / Bridge
Robot Client

Fig. 2.18: Rosbridge Topology
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establish a connection with the local Rosbridge instance, thereby facilitating the pro-
vision of a WebSocket server. Consequently, the rosbridge websocket bridge node
on the client would not establish a direct connection the the Rosbridge instance on
the robot, but rather to the newly created node. This node functions as a bridge too,
facilitating the transmission of messages in both directions. Furthermore, this node
is capable of implementing all AAA mechanisms.

It should also be noted that the Rosbridge ROS2 over WAN solution functions indepen-
dently of the DDS implementation. This is due to the fact that Rosbridge, in contrast
to the DDS Router, utilizes the messages at the ROS2 abstraction level instead of the
DDS abstraction level, which is independent of the latter, see section This
approach even enables the utilization of two distinct DDS implementations on both
the client and the robot.

2.3.3.1 Setup and Deployment

Rosbridge respectively the rosbridge server package, is a pre-made software solution
that has been built by the package maintainers of the ROS2 repositories for each ROS2
version. These builds are made available via the repositories, enabling Ubuntu users
to install the rosbridge_server package through package management. The package
built for ROS2 Jazzy Jalisco is designated as “ros-jazzy-rosbridge-server”. For other
Linux distributions, such as Debian or Fedora / RHEL, the rosbridge_server package
and its dependencies must be built manually according to the documentation [33].
The rosbridge_server package is equipped with a launch file designed as rosbridge
_websocket_launch.xml, which facilitates the execution of a local instance of the
rosbridge__websocket node, utilizing default parameters [33].

Following Rosbridge has been installed and can be executed locally using the launch
file, the self-developed node rosbridge_websocket bridge must be built on the client
side, which uses the Boost library (see for why the Boost library was chosen)
to establish the WebSocket connections to the Rosbridge instances. This node is
part of a ROS2 colcon package, and consequently, can be built using colcon, the ROS2
meta-build-tool. The detailed implementation of the rosbridge _websocket__bridge will
not be discussed here, as its development status is adequate for time measurements,
but not for production use, and its precise implementation is not significant at this
point. The complete code of the rosbridge websocket bridge can be found on the
data medium accompanying this thesis, see Appendix [C]|

In the context of Telelab, it would therefore be sufficient to provide users with the
rosbridge _websocket__bridge code and instructions on how to make it executable, as
well as instructions on how to install the ROS2 package rosbridge server. It can
be assumed that the rosbridge_websocket__bridge would likely utilize configuration
parameters in a production setting, which could be distributed to the user via a
dedicated launch file, which would start all necessary nodes (rosbridge _websocket and
rosbridge__websocket__bridge) thereby providing the needed configuration parameters.
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2.3.3.2 Performance Evaluation

Performance evaluation is carried out through sequential and parallel time measure-
ments using the procedure previously described in section [2.3.2.2] In the case of
Rosbridge, a Rosbridge instance is initiated on both host A and B. On host B, the
rosbridge _websocket _bridge node is also initiated. Host C functions as a reverse
proxy (Apache HTTP Server) to enable a connection between host A and B from
outside the university network. The traffic between host B and C is secured via TLS;
the traffic between host A and C is not. Hence, the rosbridge websocket bridge es-
tablishes a connection with the locally running Rosbridge instance and the reverse
proxy on host C; which functions as a router for traffic to and from the Rosbridge
instance running on host A via an internal network.

The designation of the timestamps remains constant. However, given rosbridge
websocket__bridge’s presence as an additional node in the communication path, the
recording of additional timestamps is now possible, as illustrated in Fig. of ap-
pendix Bl Consequently, timestamps BB and II can now be recorded when a new mes-
sage arrives in the rosbridge websocket bridge. Within the rosbridge websocket
bridge, intra-processing times can also be recorded using the timestamps C, CC, and
D, as well as J, JJ and K.

Figure presents the results of the sequential time measurements, whereby time
measurements were carried out for messages with a total size ranging from 12B to
250kB. As with the DDS Router, the graph displays the median and average trans-
missions times of a round trip, in addition to the range of the measured transmission
times and the theoretical optimum based on iperf3 bandwidth measurements. The
graph also shows, for comparison, the average transmission times previously deter-
mined for the DDS Router.
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Fig. 2.19: Sequential Time Measurement of Rosbridge
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It can be observed that the average transmission time remains relatively constant up
to total message sizes of 1kB with a difference to the theoretical optimum ranging
from 49ms to 53 ms. However, the transmission times are already marginally larger
than that of the DDS Router. For messages with a total size larger than 1kB, a steady
increase of the transmission time can be observed reaching up to 323 ms in difference
to the theoretical optimum for messages with a total size of 250kB. These longer
transmission time for larger messages can be attributed to transmission / serialization
delay, as previously observed with DDS Router. However, an approximate twofold
increase in transmission times was observed for Rosbridge, in contrast to DDS Router,
which can be attributed to the utilization of the JSON API by Rosbridge. This is due
to the fact that the ROS2 messages require conversion to and from JSON, which incurs
additional time consumption during transmission. As with the DDS Router and in
contrast to the new ROS2 over WAN solution presented in this thesis, ROS2 Connect,
the observed increase in transmission time is not influenced by the default congestion
control algorithm employed by the Linux kernel (see section .

Furthermore, it can be observed that, in contrast to the DDS router, the average
and median transmission times of the Rosbridge are found to be close to the middle
of the range of transmission times. In general, the range of transmission times is
also significantly smaller than was measured in the case of the DDS Router. The
mean CV over all measured message sizes was at 7.59% (median at 7.08%), with
a minimum of 3.51% at 200kB and a maximum of 21.63% at 50kB. The average
and median CV indicate low variability, while the maximum CV indicates moderate
variability. This observation signifies that, in contrast to DDS Router, Rosbridge

200 300

200
& &
g g
=) 100 . =)
= =

100

0 0

45 50 55 60 65 70 40 45 50 55 60
Transmission Time Transmission Time
per Message [ms] per Message [ms]

Fig. 2.20: Left: Distribution of time measurement values for 2 kB total message size,
Right: Distribution of time measurement values for 100 B total message
size
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produces significantly more stable round-trip times whose variability is typical or
even better for a WAN connection, according to Lee et al. [32].

As illustrated in Fig. [2.20 a histogram with 25 bins is presented on the left, which
displays the distribution of the 1000 measured values of the time measurement for a
message with a total size of 2kB. The measured values are observed to accumulate
to the left and right of the mean between the minimum and maximum transmission
time, indicating a bimodal distribution in the case of 2kB, with a CV of the measured
values being 10.53%. On the right in Fig. [2.20|is another histogram, this time with
23 bins, showing the distribution of the 1000 measured values for a message with a
total size of 100 B. The majority of the measured values are concentrated around the
mean value between the minimum and maximum transmission time, however, with
more values accumulated to the right of the mean. Furthermore, a secondary yet
comparatively minor concentration is observed in the region of the minimum. This
indicates a slightly right skewed distribution in the context of 100 B, with a CV of the
measured values being 7.39%.

This phenomenon can be explained by examining the individual time intervals illus-
trated in Fig. [2.2I] An initial examination will be conducted of the two intervals
[A, BB] and [K, NN]. While both intervals are measured on host B, they exhibit
significant differences. [A, BB] is found to be relatively smooth, while [K, NN] is
observed to be highly scattered and, on average, longer than [A, BB]. This can be
attributed to two primary factors: Firstly, [A, BB] is a transfer from a WebSocket
server to a WebSocket client, while [K, NN]J is a transfer from a client to a server. As
previously outlined in section [2.1.4] transfers from clients to servers must be masked,
which requires additional computing time. Furthermore, [A, BB] involves a conver-
sion from a ROS2 to JSON message representation, while [K, NN] involves a conversion
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Fig. 2.21: Time Intervals of sequential time measurement for 2 kB total message size
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from a JSON to ROS2 representation. This difference could also have implications for
the time intervals, in addition to the effects of WebSocket frame masking. A similar
conclusion can be derived by examining the intervals [D, GG] and [H, II]. In this case
as well, the transmission from the WebSocket client to the server ([D, GG]), which
encompasses the conversion from JSON to ROS2, exhibits greater scattering and is
longer on average. In the case of [D, GG| and [H, II], however, an additional factor
contributing to the observed differences is an asymmetry in the bandwidth between
host A and B (uplink 18.5 MBit/s, downlink 58.6 MBit/s).

In summary, this indicates the presence of two distinct processes during transmission,
one characterized by a slower rate and the other by a faster rate. Notably, both
processes demonstrate increased scattering in their proportional transmission time.
Depending on how this scattering is distributed, the measured values may exhibit a
slight right-skewed, left-skewed, or more modal distribution. The scattering is the
result of additional computationally intensive tasks that depend on operating system
(OS) resources and are therefore subject to OS scheduling, which leads to the observed
variations in processing time. However, this scattering is in general significantly less
pronounced in comparison to the DDS Router.

Finally, parallel time measurement was conducted, the results of which are presented
in Figure [2.22] whereby time measurements were carried out for messages with a total
size ranging from 12 B to 100kB with a degree of parallelization from 1 to 10. The
outcome is in clear contrast to the results observed in the DDS Router. The results
for the message sizes tested demonstrate that for messages up to 10kB in size, the
transmission time remains constant despite the simultaneous transmission of up to
10 messages. This outcome is consistent with the Rosbridges’s utilization of a Mul-
tiThreadedExecutor [33] which allows the handling of several topics in parallel (see
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Fig. 2.22: Parallel Time Measurement of Rosbridge
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section . For messages with a total size of 100 kB, there is a steady increase
in the average transmission time per message with a parallelism of four and more
messages. This can be attributed to the nature of the WebSocket connection, which
is designed to transfer a single message at a time. However, in scenarios involving
concurrent transmission of multiple messages, the network experiences congestion,
leading to an increase in the average transmission time. Nevertheless, this phe-
nomenon can be mitigated by employing multiple instances of Rorsbridge in parallel,
thereby facilitating the establishment of numerous discrete WebSocket connections.
To illustrate, the transmission of larger image data could occur through a dedicated
connection, while smaller sensor data could be transmitted via a secondary connec-
tion, which would prevent starvation during the transmission of the smaller sensor
data.

2.3.3.3 Suitability

Finally, the suitability of Rosbridge for ROS2 over WAN in the context of Telelab will
be assessed. The performance evaluation demonstrated that Rosbridge shows sig-
nificantly more stable behavior compared to the DDS Router. Rosbridge functioned
without exhibiting issues with large messages, slowdowns in transmission time during
prolonged operation, or massive spikes in transmission time. The time measurements
were stopped at a total message size of 250 kB, as the transmission time for this par-
ticular message size had already reached a substantial duration of around 500 ms on
average. However, it was verified that the transmission of messages was possible for
messages with a total size up to 2 MB. Rosbridge has been designed from the ground
up to process multiple topics simultaneously. The utilization of WebSockets as the
transmission mechanism also ensures seamless connectivity, eliminating potential is-
sues associated with NAT routers. The programming effort necessary to establish
a connection between the Rosbridge instances on one hand and to implement AAA
mechanisms on the other is limited.

Conversely, Rosbridge exhibits a substantially slower average transmission time in
comparison to DDS Router. This difference can be attributed to Rosbridge’s utiliza-
tion of JSON, wherein all ROS2 messages are required to be converted to and from
JSON, which necessitates an additional computational expense.

Another issue with Rosbridge that has not yet been addressed relates to its behavior
when a subscriber attempts to access a topic that has not yet been published but
is subsequently published at a later point in time. In such a scenario, Rosbridge is
unable to transmit ROS2 messages for this topic. Therefore, it is necessary to first
delete the existing subscription and then create a new one. This behavior stands in
contrast to the one on which ROS2 manages subscriptions. In the context of native
ROS2, a subscription to a topic that has not yet been published is provisioned with
messages as soon as a corresponding publisher becomes available and publishes data.
Another notable issue with using Rosbridge for ROS2 over WAN is the absence of a
method by Rosbridge itself to monitor the number of local subscribers of the local
publishers of the Rosbridge instance. In the context of native DDS / RTPS as used
by ROS2, the transmission of RTPS messages from a publisher is suspended in the
absence of a subscriber seeking to receive them [4]. However, given that Rosbridge
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does not monitor local publishers with regard to the number of subscribers and only
offers a rudimentary system for subscribing to a topic, the data of all available topics
would be continuously transmitted, even in the absence of a “recipient” for this data.
Consequently, this results in the WebSocket connection being in a constant state of
activity, which is particularly problematic in scenarios involving large messages, such
as camera images.

In summary, although Rosbridge performs better than the DDS Router in most as-
pects, it is not an optimal solution for ROS2 over WAN in the context of Telelab.
The average transmission time is notably prolonged, failing to meet the requirements
for the intended use case. Furthermore, the data of all available topics is trans-
mitted continuously, even in the absence of a designated recipient. Nevertheless,
the fundamental concept underlying Rosbridge provides a solid foundation for the
implementation of an own solution.
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2.4 ROS2 Connect
A new solution to ROS2 over WAN

Following the conclusions of the preceding sections, which demonstrated the absence
of a satisfactory solution to the problem of ROS2 over WAN, a new solution was
developed as part of this thesis: the ROS2 Connect package. It implements mech-
anisms to cover the entire spectrum of ROS2, including subscribers, publishers and
QoS, tf2 transformations, service and action calls, as well as native ROS2 discovery.
The Connect package is inherently optimized for processing parallel topics, supports
per-topic compression, and implements the AAA mechanisms. Notably, the authenti-
cation mechanisms is integrated directly into the existing Telelab infrastructure.

The Connect package provides two nodes, server and client, which, like Rosbridge,
establish a WebSocket connection to transmit all ROS2 traffic. However, unlike Ros-
bridge, the Connect nodes transmits raw serialized binary data, which is significantly
more efficient than the JSON API employed by Rosbridge.

The subsequent section describes the fundamental components and design decisions
of the Connect nodes by methodically examining the code base, beginning with the
launch and configuration, progressing to the WebSocket implementation, connection
establishment, authentication mechanisms, message representations and concluding
with the transmission of ROS2 messages and the execution of service and action calls.
Finally, as before in this thesis, the performance of the Connect nodes is evaluated
by measuring the transmission times.

The data medium accompanying this thesis contains a class diagram that provides
an overview of all implemented classes and their relations to each other (see appendix
[C). Due to the considerable dimensions of this diagram, its inclusion in this thesis
has been considered unfeasible.

2.4.1 Setup and Deployment

The Connect package is managed as a ROS2 colcon project and implemented in the
C++ programming language, using the C++23 standard. It has dependencies on
various ROS2 components, such as rclepp, rclepp_action, and pluginlib. Addition-
ally, it incorporates the Boost library with a minimum version of 1.75, along with
OpenSSL, 1z4, and z-lib. Subsequent to the installation of these dependencies on
the host system, the Connect package can be built using the ROS2 meta-build-tool
colcon. The result of this build is two nodes / binaries, server and client. These two
nodes are associated with the two WebSocket roles, server and client. Consequently,
the server node is deployed on the robot, while the client node is deployed on the
client which wants to connect to the robot.

However, within the context of Telelab, the server node is ultimately deployed in a

slightly different way. It is not executed directly on the robot; rather, it is executed
on an additional host system / server located within the university’s internal network.
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Fig. 2.23: [llustrated network topology of Telelab (Icons © Google (Apache 2.0) [26])

The underlying reason for this approach is, on the one hand, the limited computing
capacities of the robot, and on the other hand, that additional data needs to be col-
lected and transmitted, such as camera images from the overhead camera, which can
be used to observe the robot during experiments. However, this has no impact on the
development of the server node or the Connect package in general, as the additional
host and the robot are on a shared internal network, therefore the additional host can
receive all ROS2 messages from the robot. Also, as with Rosbridge, a proxy server
is implemented at the edge of the university network. The client thus establishes
a connection with the proxy server, secured by TLS, which then relays the client’s
traffic to the additional server via an internal network connection. The topology is
illustrated schematically in Fig. [2.23]

In the context of Telelab, it would therefore be sufficient to provide users with the code
of the Connect package and instructions on how to install the needed dependencies
and on how to build the package using colcon. Furthermore, each user has the ability
to download a customized parameter file from the Telelab portal. This parameter file
contains all the configuration parameters necessary to launch the Connect client node,
as well as a unique and user-specific user_key that is employed for authentication
purposes.

In the future, establishing a Personal Package Archive (PPA) for Ubuntu, which would
offer pre-built binaries, is considered. This would enable Ubuntu users to install
the Connect package and all of its needed dependencies via the package manager.
However, the parameter file containing the user-specific user_key would still need to
be downloaded from the Telelab portal.

2.4.2 Conceptual Overview

As previously described, ROS2 Connect compiles to two nodes: server, which is de-
ployed on the robot or the additional host, respectively, and client, which is deployed
on a client’s host that wants to teleoperate the robot. To this end, a bidirectional
WebSocket connection is established between the two nodes server and client, which
functions as a ROS2 communication bridge, see the following section [2.4.5 Further-
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Data Flow
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Fig. 2.24: Illustration of data flow of topic data

more, the two nodes implement ROS2 subscribers and publishers to receive data from
other ROS2 nodes and re-publish it, see the following section [2.4.6]

Figure provides an illustrative example:

A producing node is running on the robot, which provides status data on e.g. the
topic /robot_status, and which the client wants to receive by the means of a con-
suming node. In order to execute this process, it is necessary for the server to be
configured at the time of startup to have a subscription to the topic /robot_ status.
Additionally, the client must be configured to have a ROS2 publisher for this topic.
When the consuming node subscribes to the topic /robot_ status, this is registered
by the client node and a control message (opcode) is sent to the server node. Sub-
sequently, the server node creates a ROS2 subscriber to the topic /robot_ status,
receives its data from the producing node, and sends it to the client node via the
WebSocket connection. Thereafter, the client node re-publishes the received data on
its publisher, thereby enabling the consuming node to receive this data.

The client and server nodes are therefore configurable through their parameters in
the topics they relay; there is no need to change the code of ROS2 Connect if a new
topic or topic type is to be forwarded.

In addition to the implementation of ROS2 subscribers and publishers, ROS2 Connect
also implements ROS2 action and service server and clients, see the following section
This enables the client to call a dedicated action or service, of which the actual
action or service server is executed on the robot, as illustrated in Figure [2.25] In this
scenario, the server node must implement an action or service client, and the client
node an action or service server, for a dedicated action or service. This enables an
action or service client implemented by the consuming node, which is executed on the

Producing server WebSocket client Consuming
Node Node Node Node
4 4
Service / Action ® Service / Action : Service / Action : Service / Action
Server Client Server \ Client
Call
Response

Fig. 2.25: Illustration of data flow of action / service call
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client, to call the action or service server of the client node. This request (or goal)
is subsequently transmitted to the server node through the WebSocket connection.
The action or service client implemented by the server node then calls the dedicated
action or service server implemented by the producing node, receives the response,
and transmits it back to client node. Therefore, the client’s action or service call is
answered by the actual action or service server running on the robot.

The subsequent sections will elaborate on these and other implementation details of
ROS2 connect.

2.4.3 Code Review
Launch and Configuration

While the two nodes server and client can be executed directly without a launch file,
launch files are employed for the execution of the two nodes, which are documented
in appendices [A.3.1] and [A.3.3] These launch files are utilized to load the extensive
parameter files which serve to initially configure the two nodes, and are documented
in appendices |A.3.2 and |A.3.4]

In addition to the connection parameters, the user_key, and its verification, the
parameter files define, above all, the QoS profiles, compression profiles, and most
importantly, the publishers and subscribers, as well as the service and action servers
and clients which are utilized by the server or client. This specification of subscribers
and publishers determines the topics that the client or server instance transmits
to the other party and the topics that the other party can transmit to it. This
implements the authorization mechanism (AAA) since the server exclusively accepts
data from topics for which it has defined a publisher, or only forwards data from
subscribers defined by it to the client. This principle similarly applies to actions and
services. In this context, the client is only permitted to execute actions and services
for which the server has defined a corresponding service or action client.

The YAML Ain’t Markup Language (YAML) format was selected for the structure of
the parameter files. Despite the fact that this format supports complex arrays, i.e., it
offers the possibility to define arrays in which each entry is a complex type consisting
of several values, the ROS2 YAML parser used in the ROS2 launch process does not
currently support the parsing of complex arrays [I2]. Consequently, the definition of
QoS and compression profiles, subscribers and publishers, as well as service and action
clients and servers is achieved through the utilization of arrays of JSON strings.

The parsing and validation of all these parameters and JSON arrays is conducted
within the abstract ConnectBase class, which inherits from rclcpp::Node, of the
server and client node, ensuring the integrity and consistency of the parameters. This
class also computes the number of threads necessary for the MultiThreaded Executor,
which can be calculated as follows:
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n=4+a+x+vy

. 1 ,if parameter “tf/publish” or “tf/subscribe” is true
10 Lelse (2.2)

~J1 | if parameter “clock/publish” is true
Y70 ,else

where:

n number of threads assigned to the MultiThreadedExecutor
a number of subscriber, publisher, service server, service client, action
server, and action client which have defined “useOwnThread” as true

Therefore, the number of threads is a minimum of four: one thread for the mutu-
ally exclusive callback groups of shared subscribers, services, and actions, and one
additional thread for the default callback group used by the publishers.

The abstract class ConnectBase is inherited by the two classes ConnectServer and
ConnectClient, which represent the entry points for the server and client nodes,
respectively, see Fig. of appendix [Bl These classes perform the initialization of
the ROS2 context, the parsing and validation of the parameters that are made available
globally via a read-only (by contract) class, GlobalConfig, and the instantiation of
the actual WebSocket implementation.

2.4.4 Code Review
Message Representations and Compression

As previously described, the client and server nodes facilitate the transmission of data
between each other in the form of raw serialized binary data. To achieve this objective,
a uniform message representation was developed, encompassing both the transport
process and the handling of messages within the nodes, including payload compres-
sion. This message representation is defined by the abstract class MessageBase, for
which there are three implementations: VectorMessage, RclMessage, and Service
ActionMesssage, see Fig. of appendix [B]

This message representation defined by MessageBase is structured as follows:

channel compressor uncompressed size payload
(only if compressed)
1 Byte ‘ 1 Byte ‘ 4 Byte H n Byte

Consequently, each message is composed of two components: a header and a payload.
The header always contains the fields “channel” and “compressor”. “channel” encodes
a topic in the value range of 0 to 249 (see section [2.4.6]), in addition to opcodes in the

value range of 250 to 255, wherein the following opcodes are defined:
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Value Definition

250 Indicates a new subscription, see section [2.4.6
251 Message is a ServiceActionMessage, see below and section

252 Data of /tf, see section
253 Data of /tf_static, see section
254 Data of /clock topic, see section [2.4.8

255 Authentication: Confirmation or user_key, see section m

The “compressor” field serves to indicate whether the payload is compressed, and if
so, which compression algorithm was employed to compress the payload. A total of
three distinct compression algorithms are available:

Value Compression Algorithm
0 None
1 1z4 default
2 1z4 hc
3 z-lib deflate

If compression has been applied, the “compressor” field is followed by four addi-
tional bytes containing the size of the uncompressed payload, which is a necessity for
decompression. The reason behind the selection of three distinct implementations
for compression can be attributed to their different characteristics, which is why a
performance evaluation was carried out to assess them. To this end, three distinct
inputs were compressed and decompressed under varying settings of the algorithms.
The inputs consisted of a byte array containing solely the value “0”, representing a
highly compressible input, a byte array containing randomized values, signifying a
challenging input to compress, and a camera image from the Telelab’s overhead cam-
era (see Fig. of appendix . The settings that were tested for the algorithms
included maximum compression, minimum compression, the default values, and the
average between maximum and minimum compression. The results presented in Fig.
2.26, which show the compression rate in reference to the total compression and
decompression time, can be interpreted as follows:

o The z-lib deflate algorithm consistently demonstrated best compression with the
highest compression rate. In the case of the lowest settings, the time required
is greater than that of 1z4 hc. However, for middle or higher settings, it is more
efficient than 1z4 hc, while producing superior compression rates.

o The 1z4 default algorithm demonstrated the optimal compression time across all
algorithms and settings. The duration of the compression and decompression
process is consistently brief, lasting only a few milliseconds. Nevertheless, it
yields inferior compression rates than z-lib deflate.

o The lz4 hc algorithm demonstrated merely equivalent compression rates to those
of z-lib deflate. However, it is only faster than deflate in the case of lowest
settings.

The results of this evaluation demonstrate that 1z4 default compression can be utilized
without significant time consumption while achieving acceptable compression rates.
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Fig. 2.26: Compression and decompression performance evaluation, executed on In-
tel i7-8565U

In instances of uncompressable data, 1z4 default compression will halt early. The
utilization of 1z4 hc compression is only recommended for lowest settings. Conversely,
z-1ib deflate can be employed in scenarios where high compression rates are required,
however, this comes with a greater time consumption.

The two classes VectorMessage and RclMessage implement this message represen-
tation and compression. They are employed for data from topics, as well as for the
opcodes described above. Nevertheless, they differ in their respective implementation
for storing the binary data. While VectorMessage employs a std: :vector<uint8_t>
to store its data, RclMessage utilizes an rclcpp: :SerializedMessage as its under-
lying data structure, which originates from ROS2. The reason behind the development
of these two distinct implementations is to minimize the necessity of data replication.
In nearly all instances, data originating from a subscriber is transferred via the Web-
Socket connection to the other party. A std::vector<uint8_t> is more suitable
for this purpose, which is why a VectorMessage is always used for data originating
from subscribers. For data originating from the WebSocket connection, the data is
published via an rclcpp: :GenericPublisher (see section in nearly all cases.
It is important to note than an rclcpp: :SerializedMessage is required for this pro-
cess; therefore, an RclMessage is employed for data originating from the WebSocket
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connection. This approach is intended to minimize the number of necessary copies
along the processing and communication pipeline.

Conversely, the ServiceActionMessage is employed exclusively for communication
between the service and action server and client, which implies that the “channel” for
the message is invariably 251 (see above). It also utilizes a std::vector<uint8_t>
as the data structure for the purpose of storing the serialized binary data. How-
ever, in contrast to the message representation defined by the MessageBase, the
ServiceActionMessage extends the definition with an additional header:

service service oal id
header action action 892 goal id payload
Size
channel opcode
2-6 Byte H 1 Byte ‘ 1 Byte ‘ 1 Byte ‘ m Byte H n Byte

The fields “service action channel” and “service cction opcode” define the channel of
the service or action within the value range of 0 to 255 and the type of the message,
as multiple message types are possible for a service or action, respectively, see section
The “goal id size” field specifies the number of bytes allocated for the “goal
id”, which facilitates the concurrent execution of a service or action.

As with VectorMessage and RclMessage, the payload is the only part that undergoes
compression. The header information is necessary for routing of messages within the
client and server nodes.

2.4.5 Code Review
WebSocket Implementation

The WebSocket implementation is the most essential component of ROS2 Connect, as
it implements and provides the transport mechanism which enables ROS2 over WAN.
The selection of WebSockets as the transport mechanism is driven by various factors.
WebSockets are inherently NAT-friendly, as the establishment of the connection is ini-
tiated by the client and subsequently upgraded to a bidirectional connection, which
circumvents the necessity of integrating explicit NAT traversal mechanisms [19]. Ad-
ditionally, WebSockets demonstrate superior performance in comparison to pure TCP
connections [34], and have already enabled successful teleoperation in the context of
Telelab [35] [36]. Consequently, WebSockets were implemented as the transport mech-
anism. However, in contrast to Rosbridge, they transmit raw serialized binary data,
which is considerably more efficient in the context of ROS2. This is due to the fact
that rclcpp: :GenericSubscriber can deliver serialized binary data directly, while
rclcpp: :GenericPublisher can republish this data directly (see section [15].
This WebSocket implementation is based on Boost.Beast, a C++ header-only library
that is part of the Boost library, build on Boost.Asio, and is primarily developed by
Vinnie Falco [37]. However, during the development process of ROS2 Connect, two
other WebSocket libraries were considered: WebSocket++4, also known as libwebsock-

44



Chapter 2 ROS2 over Wide-Area-Networks

Tbl. 2.1: Properties of WebSocket libraries

Simple-
Property Boost.Beast WebSocket++ WebSocket-
Server
Development Under active Latest release in Under active
status development 2020 development
Very complex to Easy to integrate; . Very easy to
: integrate; good
Integrate; poor poor and .
. . . documentation and
Complexity of documentation, incomplete
. . . examples;
integration but examples and a documentation;
. developer responds
strong community examples are .
. . to tickets &
are available available .
questions
Very high;
Possibility to implements full
configure WebSocket Low to none Low to none
standard
Part of Boost Needs to be
Deployment library; Linux Linux package compiled; deployed
package management through ROS2
management Connect

etpp and primarily developed by Peter Thorson [38], as well as Simple-WebSocket-
Server (SWS) developed by Ole Christian Eidheim [39]. These two WebSocket li-
braries are also based on Boost.Asio [38], 39], nevertheless all three libraries differ in
their properties, which are summarized in table[2.1, While Boost.Beast necessitates a
dedicated implementation for establishing connections and transmitting data, it does
provide the option for extensive configuration. Conversely, SWS demands minimal
implementation effort while offering a very limited array of configuration options.
WebSocket++ stands out primarily due to its lack of active development.

To further assess the performance of these libraries, an evaluation was conducted,
in which the performance of the three WebSocket libraries was recorded. As pre-
viously, this was accomplished by employing the time measurements described in
section 2.3.2.2] Consequently, binary data messages of varying size between 1B and
1 MB were transferred from a WebSocket client to the server and back, while the
round-trip time was measured. Figure presents the outcomes of these time mea-
surements for all three WebSocket libraries, showing the average round-trip times
along with the additional theoretical optimum as determined by iperf3 bandwidth
measurements. This plot reveals that there is hardly any difference between the per-
formance of the three libraries for message sizes up to 10kB. However, there is an
observable increase in round-trip time for WebSocket++ above and equal 10kB in
comparison to Boost.Beast and SWS. For messages larger than 100 kB, there is also
a noticeable increase for SWS compared to Boost.Beast. Nevertheless, this increase
is more subtle than that observed for WebSocket+4-. As the message size continues
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Fig. 2.27: Time Measurement of WebSocket libraries

to increase up to 1 MB, SWS performs slightly less efficiently than Boost.Beast. The
average time difference for messages with a size of 1 MB is about 21 ms. However,
WebSocket++ exhibits substantially poorer performance, demonstrating an aver-
age difference in round-trip time of around 436 ms. The average difference between
Boost.Beast and the theoretical optimum remains constant at around 37 ms for mes-
sage sizes up to 50 kB. For message sizes up to 1 MB, however, the difference increases
to about 120 ms.

In summary, this demonstrated that WebSocket++ is the least suitable option due
to its inactive development and poor performance. In the case of Boost.Beast and
SWS, the decision was made in favor of Boost.Beast. This is attributable to its slightly
superior performance and considerably more extensive configuration options. These
options include the ability to implement ping / pong frames (see [19]) to maintain
the WebSocket connection and detect unresponsive connection participants.

The WebSocket implementation of ROS2 Connect is distributed across multiple source
files and classes. The connection is established by the Client and Server classes,
which are instantiated by the ConnectClient and ConnectServer classes, respec-
tively, see Fig. and of appendix [Bl The Server class implements a boost
::asio::ip::tcp::acceptor, which accepts the initial HT'TP connection initiated
by the Client class. The Client class has been implemented with the capacity to
utilize TLS / SSL for the purpose of establishing an outgoing connection. However,
it should be noted that the Server class does not implement TLS / SSL, which is
due to the fact that, in the context of Telelab, the server node always runs behind a
reverse proxy server.

The handshake for upgrading the HT'TP connection to a WebSocket connection is im-
plemented by the two classes WebsocketClientConnection and WebsocketServer
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Connection, both of which inherit from WebsocketConnectionBase, see Fig.
of appendix Subsequent to the successful establishment of the handshake and
the WebSocket connection, messages are not exchanged immediately; at this point,
the WebsocketServerConnection discards the vast majority of incoming messages.
The reason behind this behavior is that the WebSocket implementation also imple-
ments the authentication mechanism (AAA). As a result, subsequent to the estab-
lishment of the connection, the WebsocketClientConnection is required to trans-
mit the user_key to the WebsocketServerConnection. In the event that this does
not occur, the WebsocketServerConnection will automatically close the connec-
tion after a configured time period. The connection is also closed if the user_key
cannot be associated with a user who currently has a valid reservation. Once the
WebsocketServerConnection successfully authenticates the other party, it enables
all communication. The WebsocketConnectionBase class implements asynchronous
writing and reading on the WebSocket connection for this purpose. Consequently,
both the WebsocketClientConnection and WebsocketServerConnection implement
the same code for writing and reading. Incoming messages are routed to their in-
tended destination, which may be, e.g., the PublisherManager (see section or
the ServiceActionManager (see section [2.4.9), based on their channel (see section
2.4.4). Outgoing messages are asynchronously sent from a FIFO queue.

Additionally, WebsocketConnectionBase implements ping / pong frames, which are
standardized in the WebSocket protocol [19]. In this context, the server transmits a
ping frame to the client, which responds with a pong frame. This protocol ensures the
persistence of the connection by maintaining communication between both parties.
Furthermore, it guarantees the vitality of both parties by automatically closing the
connection if either a ping or pong frame is not received within a defined timeframe.

2.4.6 Code Review
Subscriber and Publisher

The implementation of subscribers and publishers is the second most essential compo-
nent of ROS2 Connect, as subscribers and publishers are the ROS2 (DDS) concepts that
enable data capture and subsequent republishing. Therefore, ROS2 Connect imple-
ments the following mechanism: first, it subscribes to topics to receive data from pro-
ducing nodes; second, it transmits this data to the other party using the WebSocket
implementation; and third, it uses publishers to republish the data (see Fig. .
As previously outlined in section [2.4.3] publishers and subscribers are implemented in
a generic and dynamic manner in ROS2 Connect. This objective was accomplished by
employing rclcpp: :GenericSubscription and rclcpp: : GenericPublisher, which,
as previously outlined in section [2.1.3.2] do not require the topic type to be known at
compile time, but rather at runtime [I5]. Furthermore, these generic subscribers and
publishers utilize raw serialized binary data [I5]. Consequently, an rclcpp: :Generic
Subscription directly delivers binary data that can be transmitted via the Web-
Socket connection without further modification and can be republished directly by
the other party using an rclcpp: : GenericPublisher [I5].
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In ROS2 Connect, these generic subscribers and publishers are encapsulated by the ab-
stract classes SubscriberBase and PublisherBase, respectively. These two abstract
classes delegate the subscription callback and the actual publishing of data to their
implementations. In case of SubscriberBase, these are: ThreadedSubscriber and
SharedSubscriber; in case of PublisherBase, these are: ThreadedPublisher and
SharedPublisher (see Fig. and of appendix [B]). These two implementations
differ in their threading model. While the Threaded. .. implementations utilize a dis-
crete thread for the purpose of processing topic data, the Shared. .. implementations
utilize a shared thread. The implementation of these two distinct threading models
offers several advantages: On the one hand, SubscriberBase and PublisherBase
have the ability to utilize a discrete thread in scenarios where high-frequency or large
topic data needs to be processed, as to avoid the unnecessary obstruction of the
shared thread and, consequently, the entire ROS2 Connect processing pipeline, for
an extended period. Conversely, SubscriberBase and PublisherBase also have the
ability to utilize a shared thread in scenarios where low-frequency or small topic data
necessitates processing, as to circumvent an excessive increase in the total number
of threads employed by ROS2 Connect. Additionally, the per-topic compression of
data, as described in section [2.4.4] has been implemented by the Threaded... im-
plementations. This enables the compression and decompression of topic data to be
executed in isolation in a distinct thread, thereby avoiding the obstruction of the
entire ROS2 Connect processing pipeline.

The dynamic management and instantiation of these generic subscribers and pub-
lishers is implemented in ROS2 Connect by the two classes SubscriberManager and
PublisherManager (see Fig. and of appendix [B]), which are instantiated
themselves by the WebSocket implementation (WebsocketConnectionBase). These
two classes utilize the values of the ROS2 parameters “subscriber” and “publisher”
(further elaboration on this below), to create the various instances of SubscriberBase
and PublisherBase at runtime. In the context of the instantiation of PublisherBase
instances by the PublisherManager, this process occurs immediately subsequent to
the successful authentication of the other party. Consequently, all publishers defined
by the ROS2 parameter “publisher” are instantiated directly and subsequently main-
tained through the entire runtime of ROS2 Connect. However, in the context of the
instantiation of SubscriberBase instances by the SubscriberManager, a different
scheme is implemented. During the runtime of connected client and server nodes, the
PublisherBase instances monitor their encapsulated rclcpp::GenericPublisher
instance for the number of local subscribers / consuming nodes. Upon the occur-
rence of an increase in this number from 0 to at least 1 or a decrease from at least
1 to 0, the other party is notified via the WebSocket connection that either there is
no longer a consumer or that there is now a consumer requiring the data of a topic
or, more precisely, a channel (see also message representation; section . This
notification (opcode value 250) is then forwarded by the WebSocket implementation
to the SubscriberManager, which subsequently performs one of the two actions: it
either destroys its SubscriberBase instance or it instantiated a SubscriberBase
instance for the corresponding topic / channel according to the subscribers defined
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by the ROS2 parameter “subscriber”. This scheme facilitates substantial optimization
by ensuring that only data for which there are actual consumers needs to be col-
lected and transmitted via the WebSocket connection. This scheme is founded on the
DDS and RTPS specifications, which similarly specify that data should be transferred
exclusively under the condition that there are consumers for the data in question
(1L, [4].

An important restriction concerning publishers, subscribers, and hence the topics
exchanged between two host systems or domains via ROS2 Connect is that neither
a client nor a server instance my simultaneously act as both a publisher and a
subscriber for the same topic. Allowing both instances to fulfill both roles for a given
topic would result in an endless loop of topic data exchanged between the client and
server.

While it is possible to extend the implementation of ROS2 Connect to avoid this
behavior, such an approach introduces additional overhead in the publishing and
subscription process. In particular, each message received by a subscriber would
need to be verified against its originating publisher to ensure that messages published
through ROS2 Connect are not re-captured and retransmitted to the other party.

In the specific context of Telelab, there is no requirement for bidirectional transmis-
sion of topics. Consequently, this extended implementation of ROS2 Connect was not
adopted, as the unidirectional approach enables reduced transmission latency.

The aforementioned ROS2 parameters “subscriber” and “publisher” are both string
arrays, where each entry is a JSON string, thereby enabling the definition of arrays
of which each member constitutes a complex type (see section . Each member,
and thus each publisher and subscriber definition for a topic, contains the following
attribute-value pairs:

e channel
The attribute channel relates to the channel of the message representation pre-
viously described in section [2.4.4] and therefore is an uint8_t value in the range
of 0 to 249. Consequently, this attribute serves the function of linking data be-
tween a subscriber and a publisher, concurrently linking a channel to a topic type.
Therefore, for example, if the server has a subscriber for channel 3, the client has
a publisher for channel 3, both of which are for a topic with the same type while
the name can differ. This enables the client or server to internally forward incom-
ing data from the WebSocket implementation to the publisher for the designated
channel. At the same time, this implementation also ensures that a client can
only transmit data to a server for which the server has defined a publisher and
that data transmitted from a client to a publisher of the server must be conform
to the expected type for the designated channel. This fulfills the authorization
mechanism of the AAA mechanisms.

e topic
The attribute topic holds the name of the topic for which a rclcpp::Generic
Subscription or rclcpp: :GenericPublisher is to be instantiated by a Subscrib
erBase or PublisherBase in order to capture data from a producing node or to
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republish it. The name does not need to be identical across a channel; hence, ROS2
Connect allows for the renaming of a topic.

type

The attribute type holds the type of the topic for which a rclcpp: :Generic
Subscription or rclcpp: :GenericPublisher is to be instantiated by a Subscrib
erBase or PublisherBase. The value of type is required to be identical across a
channel, otherwise the data transmitted via the WebSocket implementation cannot
be republished. In the case of a subscriber, the value of type must correspond to
the topic type of the topic to be forwarded to the other party.

useOwnThread

The attribute useOwnThread specifies (as bool value) wether a subscriber or
publisher should use an exclusive, dedicated thread or the shared thread. This
attribute, therefore, correlates with the two implemented threading models, hence,
the two implementations Threaded... and Shared... for the two classes Sub
scriberBase and PublisherBase.

qos

The attribute qos contains the ID (as uint8_t value) of a QoS profile that has been
defined by the independent ROS2 parameter “qos”, which is also a string array in
which each entry is a JSON string, thus constituting a complex type. These so-
defined QoS profiles specify at least the QoS policies history, depth, reliability, and
durability, while deadline, livespan, liveliness, and liveliness lease duration are
optional, with default values being used if they are not defined. Therefore, these
QoS profiles correspond in their attributes and possible values to the C++ struct
rmw_qos_profile_t defined by rclepp [15]. The parameter files utilized for the
performance evaluation of ROS2 Connect are documented in appendices and
and contain defined QoS profiles for reference.

compression

The attribute compression contains the ID (as uint8_t value) of a compression
profile that has been defined by the independent ROS2 parameter “compression”,
which is also a string array in which each entry is a JSON string, thus constituting
a complex type. These so-defined compression profiles specify wether and, if so,
which compression algorithm should be used and with which settings to compress
topic data (see section . It is important to note that the compression pro-
file is specified exclusively for subscribers, since, as described in section [2.4.4] a
compressed message contains all the necessary information for decompression by a
publisher. Additionally, for the purpose of compressing data from a given topic, it
is necessary to set the attribute “useOwnThread” to true for both the subscriber
and the publisher. The parameter files utilized for the performance evaluation of
ROS2 Connect are documented in appendices [A.3.2] and [A.3.4] and contain defined
compression profiles for reference.

permanent and eager

The attributes permanent and eager enable the override of the default behavior
of subscribers and publishers, which operates under the principle that data is
transferred and republished exclusively under the presence of a consuming node.
The permanent attribute, applicable exclusively to subscribers, facilitates the
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immediate creation of the corresponding SubscriberBase instance following suc-
cessful authentication of the other party, ensuring its persistence throughout the
entire runtime of ROS2 Connect. Consequently, the SubscriberBase instance is
considered permanent. The eager attribute, applicable exclusively to publishers,
facilitates the republishing of topic data by the corresponding PublisherBase in-
stance even in the absence of a consuming node. Consequently, the PublisherBase
instance exhibits eager behavior. This option to override the default behavior en-
ables the transfer of topics that employ a QoS profile with the durability policy RMW
_Q0S_POLICY DURABILITY TRANSIENT LOCAL. As previously outlined in the sec-
tion [2.1.1.3]) the durability policy specifies wether topic data is volatile or wether
it is cached. This ensures that nodes that join the network at a subsequent point
in time can still receive the most recently published data (transient local) [I]. In
such instances, the data from these topics must be collected, transmitted, and re-
published by ROS2 Connect, even in the absence of a consuming node. An example
of a topic that uses this durability policy is given by tf2, as described in the next

section 2.4.7]

The parameter files utilized for the performance evaluation of ROS2 Connect are
documented in appendices |A.3.2| and |A.3.4] and contain exemplary definitions for the
two parameters “subscriber” and “publisher” for reference.

The mechanisms and implementations described in this section in conjunction with
the ROS2 parameter “subscriber” and “publisher” enable the dynamic and generic
nature of ROS2 Connect, insofar as no code changes are required for any topic to be
relayed by ROS2 Connect.

2.4.7 Code Review
tf2 Transformations

As previously described in section [2.6, the semantics of the ROS2 core library tf2
is characterized by the roles of broadcaster and listener for the storage and lookup
of both static and dynamic coordinate frame transformations, as well as their as-
sociated relationships [17, [I8]. However, tf2 employs the two topics /tf_static and
/tf for this purpose [I8]. Accordingly, the tf2 functionality can be achieved be-
tween two distributed host systems connected via ROS2 Connect by forwarding the
messages of these two topics. This objective is realized by the implementation of pre-
defined subscriber and publisher for the two topics by ROS2 Connect with the type
tf2__msgs/msg/TFMessage, which can be enabled using the boolean parameters “tf/-
subscribe” for the subscriber and “tf/publish” for the publisher. These subscribers
and publishers do not use compression of their payload. Furthermore, they utilize
predefined QoS profiles, which are identical to those that tf2 uses by default for the
two topics. This ensures that the forwarding of the two topics by ROS2 Connect does
not lead to QoS conflicts for consuming nodes.

The /tf_static topic is published by tf2 with the QoS durability policy “transient local”
and no periodic messages are published on this topic; only one is immediately pub-
lished after subscription, as well as when a static transformation is removed or added
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[18]. Accordingly, the subscriber and publisher in ROS2 Connect for the /tf_static
topic must

» both use the QoS durability policy “transient local” and a depth of 1,
o the publisher must be “eager”,
o and the subscriber must be “permanent”.

In the case of the topic /tf, the default QoS durability policy “volatile” is employed
[18]. However, in contrast to the default ROS2 QoS profile, the depth in this case is
set at 100 instead of 10 [I8]. Consequently, the subscribers and publishers in ROS2
Connect for the /tf topic must

e both use the default ROS2 QoS profile, however, with a depth of 100,
o the publisher must be “eager”,
o and the subscriber must be “permanent”.

Furthermore, it should be noted that the restriction mentioned in the previous section
2.4.6|also applies to the two topics of tf2, namely that neither the server nor the client
node may both have a publisher and subscriber for one or both of the two topics of
tf2, as this would result in an endless transmission loop. Consequently, either the
parameter “tf/publish” or “tf/subscribe” may be enabled. In the context of Telelab,
however, this does not constitute an actual limitation, as only the coordinate frame
definitions and their relationships need to be transferred from the robot’s nodes to
the client. Therefore, the server sets “tf/subscribe” to true, while the client sets
“tf/publish” to true.

2.4.8 Code Review
ROS2 Time Synchronization

Time synchronization is a critical component in the context of ROS2 Connect, as
it enables the execution of ROS2 nodes on distributed systems that communicate
with each other. This is particular relevant in scenarios where ROS2 messages are
transmitted which hold a timestamp, such as tf2 transformations [I8]. ROS2 nodes
utilize ROSTime as a time reference, which is a ROS2 time abstraction that, if not
configured explicitly, uses the operating system’s system time as its time source [14].
Hence, two options are available for time synchronization of the two hosts:

1. As with time measurements employed for performance evaluation in this thesis,
time synchronization can be achieved at the host operating system level using
the Network Time Protocol (NTP). The time measurements demonstrated that
synchronization can be attained by synchronizing the host systems within the
university network with the NTP server within the university network, which is
synchronized with the PTB’s NTP server, and by synchronizing the client host
directly with the PTB’s NTP server. The maximum observed skew between the
hosts in the university network and the client was less than 1 ms with a median
skew of 0 ms. The advantage of this solution is that no further adjustments need
to be made to ROS2 for time synchronization at the operating system level, as
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ROSTime uses the system time directly. A notable disadvantage is the potential
for misconfiguration, particularly for inexperienced Linux users. Furthermore,
although this was not observed with the time measurements carried out as part
of this thesis, there is a possibility that an increase in the skew between the

hosts in the university network and the client may arise, as demonstrated by
Novick et al. [27] and Mills [28].

2. The second option is to directly synchronize the ROSTime of the client with
that of the robot, through the means of ROS2 Connect. This is possible be-
cause each ROS2 node can be configured using the “use_ sim_ time” param-
eter to use the /clock topic, on which the current time is periodically pub-
lished, as the time source for ROSTime [14]. In order to achieve this objective,
the server node implements the ClockSubscriber class (see Fig. of ap-
pendix which is instantiated by the SubscriberManager class and can be
enabled using the boolean parameter “clock/subscribe”; while the client node
implements a statically predefined publisher for the /clock topic with the type
rosgraph_msgs/msg/Clock, which can be enabled using the boolean parame-
ter “clock/publish”. This configuration enables the server node to transmit
its current ROSTime to the client node at an interval of 10 ms through the
WebSocket connection. Subsequently, the client node can make this time infor-
mation available to other nodes via the designated /clock topic. This topic can
then be utilized by these other nodes as a time source for ROSTime, thereby
achieving time synchronization with the robot. As previously outlined in sec-
tion[2.4.6 the ClockSubscriber of the server node and the dedicated statically
predefined publisher for the /clock topic functions equally to any conventional
subscriber and publisher within the context of ROS2 Connect, which means
that data collection and transmission occur exclusively in the presence of a lo-
cal subscriber for the published /clock topic. The advantage of this solution is
its independence from NTP, utilizing the robot as a time source to circumvent
the possible skew that can arise with NTP time synchronization. However, a
notable disadvantage is that each ROS2 node must be explicitly started with the
“use_sim_ time” parameter on the client. In the event that this is forgotten,
time synchronization will not take place.

In the context of Telelab, the second solution, i.e., synchronization of ROSTime via
ROS2 Connect, is the preferred solution. The reason for this is that any NTP time
skews can be bypassed, and users do not have to change the NTP configuration of
their operating systems, which could lead to misconfiguration. Consequently, the
parameters “clock/subscribe” for the server and “clock/publish” for the client are
set to true in the deployed parameter file (see sections |A.3.2) and |A.3.4). In the
tutorials later created in the context of Telelab for the tasks to be completed by
the users, the use of the “use_sim_ time” parameter for starting ROS2 nodes will be
explicitly pointed out for each task.
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2.4.9 Code Review
Service and Action

The final set of fundamental ROS2 concepts concern services and actions, both of
which are fully supported by ROS2 Connect. Consequently, ROS2 Connect is capable
of forwarding service or action calls in their entirety, thereby enabling, for example,
a client to initiate a service call on a remote system. In order to facilitate the
execution of a service call on a remote system by a client, ROS2 Connect is required
to populate the service server that is running on the remote system on the system of
the client. This process is facilitated by the server instance on the remote host, which
implements a corresponding service client, and the client instance, which implements
a corresponding service server. When the service server of the client receives a call,
it’s goal is transmitted, along with its potential parameters, via ROS2 Connect to
the service client of the server, which in turn repeats the call to the locally running,
actual service server, waits for the results, and then transmits them back vie ROS2
Connect to the service server of the client, which then returns the results to the caller

(see Fig. [2.25)).

In contrast to the implementation of subscribers and publishers and thus the forward-
ing of topics, which is entirely generic, the implementation of services and actions
breaks the generic nature of ROS2 Connect. This is due to the fact that, in contrast to
topics for which generic implementation is possible using rclcpp: : GenericSubscrip
tion and rclcpp: :GenericPublisher, no generic implementation for service and ac-
tion server and clients in the ROS2 version Jazzy Jalisco is possible due to the absence
of counterparts for rclcpp: :GenericSubscription and rclcpp: : GenericPublisher
for service and action server and clients. In Jazzy Jalisco, only the generic ser-
vice client (rclcpp::GenericClient) exists [I5]. However, the latest ROS2 version
Kilted Kaiju has already additionally incorporated a generic service server (rclcpp: :

GenericService) and a generic action client (rclcpp_action: :GenericClient), al-
though the generic action server remains to be developed [40]. This progression
between Jazzy Jalisco and Kilted Kaiju suggests that a complete generic implemen-
tation for services and actions will be possible in the future.

However, for ROS2 Connect, this necessitates that, given the current development
state of the ROS2 versions, the type of services and actions must be known at compile
time. Consequently, the type must be explicitly implemented in the code, which in
turn implies that each service or action that is to be forwarded by ROS2 Connect
must be explicitly implemented. In order to facilitate the provision of services and
actions in ROS2 Connect without the necessity of modifying the ROS2 Connect code
itself for each service or action, the implementation of services and actions has been
outsourced to plugins, which encapsulate the service and action type-specific code and
can be dynamically loaded at runtime by ROS2 Connect. Consequently, no explicit
code changes to ROS2 Connect itself are necessary; only the implementation of a
plugin. These plugins are loaded at runtime by the C++ library pluginlib, which is
a ROS2 package and, as such, is part of ROS2 [I2]. It facilitate the organization and
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implementation of plugins in a discrete package within the context of ROS2 semantics,
which compile to shared libraries and thus, shared objects (so) in the case of Unix-
like systems and dynamic-link libraries (dll) in the case of Windows systems [12].
Consequently, these libraries can be loaded dynamically, eliminating the requirement
for explicit linking.

The ROS2 package ROS2 Connect-Plugins was created for the implementation of ser-
vice and action server and clients. Each service or action server or client implements
on of the abstract classes: service::ServiceServer, service: :ServiceClient,
action::ActionServer, or action::ActionClient (see Fig. and Fig.
of appendix [B]). These classes are defined and exported by ROS2 Connect in head-
ers which encompass the instantiation of the type-specific action or service client
(rclcpp_action::Client<ActionT> or rclcpp::Client<ServiceT>) or server
(rclcpp_action: :Server<ActionT> or rclcpp: :Service<ServiceT>) as well as the
type-specific conversion from service or action calls (goals) and results to Service
ActionMessages (see section, which contain raw serialized binary data, and vice
versa. ROS2 Connect is thus only responsible for receiving ServiceActionMessages
from the plugins or transmitting them to the plugins. It subsequently has the capac-
ity to compress them if specified (see below) and forward them to the other party via
the WebSocket connection. This renders the explicit implementation of the service or
action server or client irrelevant for ROS2 Connect, provided that they fully implement
the header exported by ROS2 Connect and deliver or receive ServiceActionMessages
accordingly. It is essential that implementations correctly record the “goal id” of a
call, and consequently the goal, within the ServiceActionMessage instance (see sec-
tion. The “goal id”, which is uniquely assigned to each goal, servers as the iden-
tifier of that goal and is therefore critical for ensuring that ServiceActionMessages
exchanged between the client and server can be consistently associated with a spe-
cific call. This mechanism guarantees that the result of a remove service or action is
delivered to the corresponding caller.

Additionally, each implemented plugin in ROS2 Connect-Plugins is assigned a type,
which is utilized by pluginlib to export the plugins from ROS2 Connect-Plugins and to
dynamically load them later in ROS2 Connect. For instance, a service server that facil-
itates the addition of two integers would be of the type “connect_ plugins::Add Twolnts
ServiceServer” and would extend the base class service::
ServiceServer.

In ROS2 Connect, dynamic loading, instantiation, and management of these plugins
are implemented by the class ServiceActionManager (see Fig. of appendix ,
which is itself instantiated by the WebSocket implementation (WebsocketConnection
Base). As was the case previously with subscriber and publisher, this class utilizes
ROS2 parameters, which define the service and action servers and clients, to load the
necessary plugins at runtime utilizing pluginlib. The plugins are loaded and instanti-
ated by the ServiceActionManager, through the means of four pluginlib: :Class
Loader instances [12], immediately following successful authentication of the other
party and are maintained throughout the entire runtime of ROS2 Connect. As with
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subscribers and publishers, two threading models are implemented for services and
actions: one using a shared thread and the other using a dedicated thread per service
or action server or client, whereby the threads are part of the MultiThreadedExecu-
tor. The shared thread employs a callback group of type MutualExclusive, while the
dedicated thread has the option of utilizing a callback group of type Reentrant (see
section and below). Consequently, the entirety of service and action servers
and clients that utilize the shared thread are constrained to processing a single call
to one of the service or action server or clients per time unit. Therefore, dedicated
threads must be utilized to enable parallel service and action calls.

Similar to the constraints imposed on subscribers and publishers, services and actions
are also subject to restrictions in order to prevent the occurrence of infinite loops
between the client and server nodes. Specifically, in the context of services and
actions, a client and a server instance cannot simultaneously act as both a service /
action server and client under the same service / action name.

The aforementioned ROS2 parameters to define the service and action server and
clients are “service/server”, “service/client”, “action/server”, and “action/client”,
which are all string arrays, with each entry being a JSON string, thereby enabling
the definition of arrays of which each member constitutes a complex type (see [2.4.3)).
Each member, and thus each service or action server or client definition, contains the
following attribute-value pairs:

e channel

The attribute channel relates to the “service action channel” of the message rep-
resentation previously described in section [2.4.4] and therefore is an uint8_t value
in the range of 0 to 255. This is a crucial difference to subscribers and publishers,
where the channel attribute corresponds to the channel of the message repre-
sentation. However, given that services and actions utilize the extended message
representation ServiceActionMessage, the channel of the message representation
in invariably 251, and the value of the channel attribute is stored in the extended
header of the ServiceActionMessage. Additionally, values ranging from 0 to 255
are available for both, actions and services, individually.

Despite these differences, however, the same properties as for subscriber and pub-
lisher apply to the channel attribute. Thus, the channel attribute provides a link
between a service (or action) server and client, as well as a link between the channel
itself and a service (or action) type (see section [2.4.6)).

+ type

The attribute type holds the type of the plugin, implementing a service or ac-
tion server or client, which is to be dynamically loaded and instantiated by the
ServiceActionManager. This also contrasts with subscribers and publishers,
where the type attribute directly uses the topic type. However, given that the
implementation of services and actions is outsourced to plugins that are dynami-
cally loaded at runtime, it follows that the type of these plugins must be known
for services and actions. This type is the type with which the plugins are exported
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by pluginlib. To reiterate the aforementioned example, an example type would
therefore be “connect_ plugins::Add TwolntsServiceServer”.

useOwnThread

The attribute useOwnThread specifies (as bool value) wether a service or action
server or client should use an exclusive, dedicated thread or the shared thread.
This attribute, therefore, correlates with the two implemented threading models,
whereby services or actions that are to be executed in parallel with other services
or actions must use an exclusive, dedicated thread.

allowSimultaneous

The attribute allowSimultaneous specifies (as bool value) wether simultaneous
calls to a service or action should be permitted. However, this necessitates the
utilization of an dedicated thread for the service or action in question. In the event
that the allowSimultaneous attribute is set to true, the thread employs a callback
group of type Reentrant, thereby enabling the processing of concurrent calls. In
the event that the allowSimultaneous attribute is set to false, the thread employs a
callback group of type MutualExclusive, which facilitates the serialization of calls.
However, it should be noted that the majority of nodes that implement and thus
offer services or actions do not have an implementation that enables the processing
of simultaneous service or action calls.

serviceQos, feedbackQos, and statusQos

The attributes serviceQos, feedbackQos and statusQos contain the ID (as uint8_t
value) of QoS profiles that have been defined by the independent ROS2 parame-
ter “qos”. The attribute serviceQos is required for service and action servers and
clients; the attributes feedbackQos and statusQos are exclusively required for ac-
tion servers and clients.

The attribute serviceQos, denotes the QoS profile that is applied to the service
server or client. In the event of an action, this QoS profile is applied to the services
utilized by the action. As previously described in section [2.1.3.2] this services
facilitate the transfer of the goal and result between the action server and action
client as well as offer the possibility to cancel a goal [14]. Accordingly, the attribute
serviceQQos is equivalent to the attribute qos of subscribers and publishers.
Furthermore, the attribute feedbackQos corresponds to the QoS profile designated
for the feedback topic of an action, through which the action server is capable
of providing the action client with continuous feedback regarding the current ex-
ecution status of the goal [I4]. The attribute statusQos corresponds to the QoS
profile assigned to the status topic of an action, through which the action server is
capable of providing the action client with information on the goals it has accepted
[14].

result Timeout

The attribute resultTimeout, which is exclusively applicable to action servers,
defines (as int32_t value) the duration in seconds for which a result calculated
by an action server for a specific goal is valid before it is discarded. Consequently,
the attribute determines whether a result should be cached for a particular goal
and the duration of its caching, whereby a value of -1 signifies that the calculated
result maintains its validity without expiration [I4]. It is important to note that
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the result of a goal is linked to the “goal id”, rather than its parameters. Therefore,
to retrieve the cached result, it is necessary to make a call using the corresponding
“goal id” with the async_get_result method of an action client [14, [I5]. The
default value in rclepp is 10s and is also recommended for utilization in ROS2
Connect, unless there exists a particularly compelling reason to utilize a different
value [15].

maxExecTime

The attribute maxExecTime (max execution time), which is exclusively applicable
to service servers, defines (as uint32_t value) the duration in seconds following
which the processing of a service call is aborted and, consequently the resources
allocated for processing the call in ROS2 Connect are released. The creation of this
attribute was necessitated by the absence of a cancellation option for service calls
in ROS2 [2,[12]. In the event that a service server relayed by ROS2 Connect ceases to
respond to a call, the caller is unable to cancel the call, which would, in instances
where the service server and client in ROS2 Connect employ the shared thread, lead
to the blocking of the shared thread. Consequently, the caller would be incapable
of initiating a call to another service or action that also utilizes the shared thread.
Therefore, ROS2 Connect implements a mechanism that allows for the cancellation
of a service call if the actual, relayed service server does not respond within the max
execution time. This results in the release of the shared thread and its associated
resources. Given that the purpose of services is to facilitate prompt responses to
calls, it is recommended that a max execution time (maxExecTime) of 10s is to
be established. However, it is possible to set a time limit for each service in order
to enable services that may require more time.

compression

The attribute compression contains the ID (as uint8_t value) of a compression
profile that has been defined by the independent ROS2 parameter “compression”.
This attribute is therefore identical in meaning, use, and possible values to the
attribute of the same name for subscribers and publishers. Consequently, it defines
whether the payload of a ServiceActionMessage should be compressed, and if so,
which compression algorithm should be employed. However, in the case of services
and actions, the compression profile can be specified for both servers and clients,
whereby the compression profile always affects outgoing ServiceActionMessages.
This enables a service or action server and client communicating on a common
channel to use two distinct compression profiles. In contrast to subscribers and
publishers, it is possible to enable compression for services and actions even if
useOwnThread is set to false. This is due to the fact that the shared thread is
only capable of processing one service or action call per time unit, as described
above.

The parameter files utilized for the performance evaluation of ROS2 Connect are doc-
umented in appendices|A.3.2and [A.3.4]and contain exemplary definitions for the four

oW

parameters “service/server”, “service/client”, “action/server”, and “action/client” for
reference. The data medium accompanying this thesis contains the corresponding ex-
ample ROS2 Connect-Plugin plugin implementations, see appendix [C|
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The mechanisms and implementations described in this section in conjunction with
the ROS2 parameters “service/server”, “service/client”, “action/server”, and “action/-
client” enable the dynamic (and generic) nature of ROS2 Connect, insofar as no code
changes of ROS2 Connect itself are required for any service or action to be relayed by

ROS2 Connect.

2.4.10 Performance Evaluation

Performance evaluation is carried out through sequential and parallel time measure-
ments using the procedure previously described in section [2.3.2.2] In the case of ROS2
Connect, a server node instance is initiated on host A while a client node instance is
initiated on host B. Host C functions as a reverse proxy (Apache HTTP Server) to
enable a connection between host A and B from outside the university network. The
traffic between host B and C is secured via TLS; the traffic between host A and C
is not. This corresponds to the planned deployment of ROS2 Connect, as previously
outlined in section 2.4.1l

The designation of the timestamps remains constant. However, given that the entirety
of the communication path is now covered by ROS2 Connect itself, all 30 aforemen-
tioned possible timestamps can be recorded, as illustrated in Fig. of appendix
Bl These 30 timestamps facilitate a comprehensive insight into the intra-processing
times, thereby enabling, for example, the identification of congestion within ROS2
Connect and the evaluation of the performance of the compression algorithms as
part of the entire communication path.

Figure [2.28| presents the results of the sequential time measurements, whereby time
measurements were carried out for messages with a total size ranging from 12B to
500kB. As with Rosbridge and the DDS Router, the graph displays the median and

? 500 T T T 1717 T T T — T —
= 450 Range s |
%0 e Median
< 400 |- ‘ .
% e Average
= 350 e Theoretical Optimum . o
g 300 e DDS Router Average y
g 250 |- e Rosbridge Average :‘P P 7
=200 | AN .
S 150 .,.~" So® & & |
7 Pl
é 100 |+ ....: .“‘._.:. - |
n o.0.0009 o 2P
= 00 [gmmnnginng 8 8 8s888 e -:-'.-:-:.'.;;:;;...:-;.OM """" o :.o.o°'° a
g ntH—m—— — e ¢

10* 107 10° 10° 10°

Total Message Size [Byte]

Fig. 2.28: Sequential Time Measurement of ROS2 Connect
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average transmission times of a round trip, in addition to the range of the measured
times and the theoretical optimum based on iperf3 bandwidth measurement. The
graph also shows, for comparison, the average transmission times previously deter-
mined for Rosbridge and the DDS Router.

It can be observed that the average transmission time remains relatively constant
up to total message sizes of 60 kB with a constant difference to the theoretical op-
timum of about 37.3 - 37.7ms. For message sizes larger than 60 kB, the difference
increases, reaching a maximum of 121.6 ms for a message size of 500 kB. In contrast
to Rosbridge and DDS Router, ROS2 Connect demonstrates a stable difference to the
theoretical optimum for significantly larger messages. In the case of the DDS Router,
the difference was only stable up to 6 kB, similar in magnitude to ROS2 Connect.
In the case of Rosbridge, the difference was only stable up to 1kB and was more
than 10 ms greater. The comparison of the maximum difference, which can only be
carried out for messages up to 200kB (as this is the largest message size that could
be transmitted by the DDS Router), shows that ROS2 Connect also has the lowest
at 67.5ms, followed by the DDS Router with a maximum that is already more than
twice as large at 147.4ms and Rosbridge with 282.2 ms. Furthermore, ROS2 Connect
has been demonstrated to exhibit the most minimal average transmission times. For
a message with a size of 200kB, ROS2 Connect requires only 181.7ms, while DDS
Router required 260.8 ms and Rosbridge 395.8 ms. Additionally, ROS2 Connect is able
to transmit messages with a size of 500 kB faster than Rosbridge transmits messages
with a size of 250 kB. This outcome demonstrates that ROS2 Connect exhibits reduced
transmission times and enhanced stability in terms of difference from the theoretical
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Fig. 2.29: Left: Distribution of time measurement values for 100 B total message
size, Right: Distribution of time measurement values for 100kB total
message size
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optimum when compared with DDS Router and Rosbridge.

Furthermore, the graph reveals that the mean and median transmission times are
nearly identical across all measured messages sizes. With an exception of a substantial
deviation observed for a message size of 70 kB, the range between the minimum and
maximum transmission times per message size is considerably more dense compared
to Rosbridge and the DDS Router. This is also reflected in the CV, which averages
2.8% across all measurements (median 0.7%) with a maximum of 42.1% for 70kB
and a minimum of 0.5% for 9kB. This indicates, apart from the observed exception
at 7T0kB, a very low variability of the round-trip times which is even better than a
typical WAN connection, according to Lee at al. [32].

As illustrated in Fig. [2.29] two histograms with 75 bins are presented for further
evaluation of the distribution of the measured values. The histogram on the left
depicts the transmission times for a message size of 100 B, while the histogram on
the right illustrates the transmission times for a message size of 100 kB. In the case
of 100 B, which is among the message sizes with a minimal range of transmission
times in Fig. [2.28] the measured values are approximately normal distributed with
an average value of 37.6540 ms and a median of 37.6505 ms. The very small difference
of 3.5 s, with the mean value that exceeds the median, indicates a subtle right skew.
The CV of the measured transmission times is minimal at 0.644%, as is the standard
deviation at 0.834 ms. In the case of 100 kB, which shows a clearly recognizable range
in Fig. 2.28] yet the mean and median appear almost identical and are at the lower
end of the range, the histogram reveals a bimodal distribution with a large mode at
approximately 101-112ms and a smaller mode at approximately 125-129 ms with an
average of 108.84 ms and a median of 107.47 ms. The CV of the measured transmission
times is at 5.93% (which remains withing satisfactory limits according to Lee at al.
[32]) and the standard deviation is at 6.45 ms.

An explanation for this distribution of transmission times in case of 100 kB can be
found by examining certain time intervals of the time measurement in the plot shown
in Fig. [2.30l This plot shows the actual sending times from client to server [D, DD]
and from server to client [K, KK], as well as the additional intra-processing times
[A, CC], [E, JJ] and [L, NNJ. It can be observed that the intra-processing times are
minimal, and when compared with the actual sending times, contribute negligibly
to the total transmission time. The average and median intra-processing times are
1.6 ms, of which the majority, with an average of 1.04 ms, is attributable to the intra-
processing time of host A (interval [E, JJ]), which has significantly less computing
capacity than host B. Examining the actual sending times reveals two findings:

1. First, the sending time from client to server (interval [D, DD]) exhibits a reg-
ularly repeating pattern. This observed pattern demonstrates a pronounced
increase in the sending time, which is then succeeded by a sharp yet less intense
decline. This is subsequently followed by a gradual and consistent decrease in
the sending time reaching a local minimum. This pattern then repeats itself,
creating a typical sawtooth pattern. This phenomenon can be observed in mes-
sages exceeding 60kB in size, which is precisely the message size at which an
increasing difference between the average transmission time to the theoretical
optimum can be observed.
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Fig. 2.30: Time Intervals of sequential time measurement for 100 kB total message
size

The origin of this phenomenon is caused by the congestion control algorithm
used by default by the Linux kernel since version 2.6.19, which is the TCP CU-
BIC algorithm [41], in conjunction with the low uplink bandwidth of 18.45 MBit/s.
The CUBIC algorithm is a loss-based algorithm, which means that congestion
is signaled as soon as packet loss occurs [42]. The occurrence of a packet loss,
for example, due to a Traffic Policer (see [43]), results in CUBIC cutting the
congestion window size to 70% [42]. This causes the window size to become
insufficient to what is needed for the transmission of a 100 kB message, neces-
sitating the execution of one or more acknowledgment (ACK) round trips by
the client to facilitate the transmission of the complete message [42]. This cor-
responds to the observed sudden increase in sending time. Subsequently, the
CUBIC algorithm initiates an increase in the congestion window size, charac-
terized by an initial concave rapid increase, and succeeded by a convex slower
increase [42]. This corresponds to the sudden drop in sending time followed by
the slower but steady decrease. Consequently, the observed sawtooth pattern is
attributable to the manner in which the TCP CUBIC congestion control algo-
rithm responds to packet loss, which occurs regularly on the lower bandwidth
link for messages exceeding 60 kB. Furthermore, this sawtooth pattern is the
underlying reason of the two modes observed in the right histogram of Fig.
2.29]

To illustrate this correlation, sequential time measurement was conducted again
for a message size of 100kB. In this particular instance, however, the Linux
kernel was reconfigured to use the Bottleneck Bandwidth and Round-trip prop-
agation time (BBR) congestion control algorithm on host A, B, and C. This
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congestion control algorithm operates in a fundamentally different way. Rather
than emphasizing packet loss, it models the path by continuously measuring
the bottleneck bandwidth (1) and the minimum round-trip-time of the path
(tprop) [44]. BBR then maintains the in-flight-amount of data at approximately

b= Tp - tprop (23)

where:

b bandwidth-delay product in bit
r,  bottleneck bandwidth in bit /s
tprop Minimum round-trip-time in seconds

with BBR transmitting packets at precisely this rate using a pacing timer [44].
Consequently, BBR ensures that the path is constantly filled, thereby main-
taining a stable measured rate, which prevents significant rate drops caused by
individual packet losses [44].

Figure |2.31| shows the result of this time measurement with BBR as congestion
control algorithm. The sawtooth pattern previously observed under TCP CU-
BIC has completely disappeared under BBR. The sending time from client to
server (interval [D,DD]) is consistent, exhibiting minimal variations. Addition-
ally, a notable decrease in sending time can be observed under BBR. While no
values below 68.85 ms were recorded under TCP CUBIC, minimal sending time
values of 63.36 ms were measured under BBR. The average sending time exhib-
ited decline from 75.82ms (median 74.48 ms) to 63.85ms (median 63.86 ms).

However, the sending time from server to client remains unaffected under BBR.
Only a few minor spikes are visible, but these cannot be definitely attributed
to BBR and are likely attributable to a transient variation in bandwidth.

The histogram of Fig. indicates that the total transmission time, with the
exception of a few outliers, is once again approximately normally distributed
with a subtle left skew. The CV of the total transmission time decreased from

5.93% to 0.41%.

This finding indicates that the observed sending time pattern is attributable
to the TCP CUBIC congestion control algorithm used by default by the Linux
kernel. Despite this finding, no absolute recommendation for the utilization
of BBR can be made. The reasons for this are, on the one hand, that BBR is
currently still undergoing active development [44]. On the other hand, com-
pared to TCP CUBIC, BBR sometimes distributes resources unfairly [45], [46].
The use of BBR or alternative congestion control algorithms should therefore
be explicitly investigated in order to determine the best choice in the context
of Telelab for ROS2 Connect.

. Second, the sending time from server to client (interval [K, KK]) is significantly
shorter than the time from client to server (interval [D, DD]). This difference
results from, on the one hand, the asymmetric bandwidth between hosts A and
B (uplink 18.45 MBit/s, downlink 58.3 MBit/s). On the other hand, as already
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Fig. 2.31: Time Intervals and distribution of measurement values for 100 kB total
message size using BBR as congestion control algorithm

outlined in section [2.1.4] the fact, that messages from a WebSocket client to
a WebSocket server must be masked according to the WebSocket specification
[19], while messages from a server to a client do not have to be. To further elab-
orate the impact of data masking on sending time, sequential time measurement
was conducted again for a message size of 100kB. In this particular instance,
both the client and server node operated on the same host, both in separate
ROS2 / DDS domains, with the objective of ensuring their isolation. This con-
figuration enables time measurement with very high bandwidth between server
and client which is not subjected to relevant asymmetries. Since ROS2 Connect
facilitates the recording of all possible intra-processing times, the effect of this
masking on the actual transmission time can be measured.

Figure[2.32)shows the result of this time measurement. The uncorrected sending
times [D, DD] and [K, KK] are represented in blue and gray, respectively, which
also demonstrate a significantly longer sending time from client to server, with
an average of 0.17ms, as compared to an average of 0.08 ms from server to
client. Hence, the transmission from client to server is 112.5% longer than
from server to client. However, since the time required for a call to Boost.Beast
async_write was recorded using the timestamps “CW?” and “SW”, the time
required to transfer the data to be sent to the Linux kernel buffer was measured
on the one hand, and the time required for Boost.Beat to mask the data in the
case of client to server was measured on the other hand. This time ([D, CW]|
and [K, SW]) can then be subtracted from the corresponding intervals [D, DD]
and [K, KK] to obtain a corrected sending time, which is shown in Fig.
in green and orange. The corrected sending times now demonstrate nearly
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Fig. 2.32: Uncorrected and corrected actual sending times of sequential time mea-
surement on localhost for 100 kB total message size

complete overlap, with an average corrected sending time from client to server
of 0.05ms and from server to client of 0.04 ms.

This finding indicates that the impact of data masking on sending time is
negligible. However, the time measurement reveals that the data masking leads
to elevated time variability (uncorrected [D, DD] CV: 27.12%, corrected [D,
DD] CV: 15.56%), with the cause most likely being operating system scheduling.
Consequently, the previously observed difference in sending times is attributable
to the asymmetry of the bandwidth between host A and B.

Finally, parallel time measurement was conducted, the results of which are presented
in Figure [2.33] whereby time measurements were carried out for messages with a
total size ranging from 12B to 100kB with a degree of parallelization from 1 to
10. This parallel time measurement was performed using ThreadedSubscriber and
ThreadedPublisher (see section to enable ROS2 Connect to process up to 10
parallel topics truly in parallel via its MultiThreadedExecutor. The result indicates
that, similar to the case of Rosbridge, the transmission time remains constant even
with 10 parallel topics for messages up to 10kB in size. For messages with a size
of 100kB, a linear increase in transmission time can be observed, beginning with
three parallel messages. This phenomenon is again similar to the behavior exhibited
by Rosbridge which also utilizes a MultiThreadedExecutor. As previously described,
this phenomenon illustrates the behavior of WebSockets, which are constrained to
transmitting a single message per time when confronted with network congestion. In
order to prevent topics that only publish small messages from starving while topics
that publish large messages constantly “block” the connection, it is advisable to run
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Fig. 2.33: Parallel Time Measurement of ROS2 Connect

multiple server and client instances in parallel. This will allow for the distribution
of data across multiple WebSocket connections. For instance, the transfer of large
image data can be facilitated through an independent WebSocket connection, while
smaller sensor data employs a distinct connection for transmission. ROS2 Connect
allows the parallel execution of multiple instances. However, caution must be taken
to ensure that, for instance, in the case of two parallel client instances, there is no
subscriber and publisher for the same topic across both instances, as this can lead to
endless transmission loops (see section [2.4.6)).

2.4.11 Suitability, Conclusion and Outlook

Finally, the suitability of ROS2 Connect for ROS2 over WAN in the context of Telelab
will be assessed. Given that ROS2 Connect is a completely new development as part
of this thesis, it is particularly well-suited for integration into Telelab.

ROS2 Connect’s comprehensive implementation of Authentication, Authorization and
Accounting mechanisms facilitates direct connectivity with the Telelab reservation
system, thereby enabling the authentication of incoming connections. The autho-
rization process is executed through the dynamic definition of publishers, subscribers,
service clients, and action clients, within the parameter files. Therefore, ROS2 Con-
nect is designed to prevent users from injecting data, or triggering unwanted services
or actions. Additionally, all user actions are documented and can be traced.

Performance evaluation has demonstrated that ROS2 Connect exhibits a superiority
over both Rosbridge and DDS Router. It demonstrated significantly higher stability
in terms of transmission times, as well as significantly shorter transmission times
when compared to Rosbridge and DDS Router. The distribution of transmission
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times is approximately normal, with the exception of effects caused by the TCP
CUBIC congestion control algorithm. Despite the absence of any explicit mention
in this thesis, ROS2 Connect imposes no limitations on the maximum message size.
Messages up to the tested 2 MB in size can be transmitted without any abnormalities.
Furthermore, ROS2 Connect implements a variety of compression algorithms to com-
press large messages with, for instance, 1z4 default compression, without significant
time losses before sending. As with Rosbridge, ROS2 Connect employs WebSockets as
transport mechanism, which are inherently NAT friendly, thereby ensuring seamless
connectivity without any issues related to NAT routers along the connection path.

In summary ROS2 Connect is an optimal solution for ROS2 over WAN, applicable
beyond the context of the Telelab.

Nevertheless, there are still further possibilities for optimization and further devel-
opment:

o As previously mentioned during the performance evaluation, further investiga-
tions should be carried out to assess the impact of different congestion control
algorithms. While BBR demonstrated favorable behavior in the context of time
measurements, it has the potential to result in unfairness in real-world appli-
cation if multiple applications compete in parallel for the available bandwidth
[45, [46]. However, a comparative analysis of congestion control algorithms and
an evaluation of their impact on ROS2 Connect under real-world conditions may
yield more suitable alternatives to TCP CUBIC in regard of smoothing out and
lowering transmission time.

 As stated in section [2.4.9] the implementation of service and action server and
clients cannot be executed in a completely generic manner under ROS2 Jazzy
Jalisco or ROS2 Kilted Kaiju [15 40]. However, the development progression
from Jazzy Jalisco to Kilted Kaiju suggesst the feasibility of achieving this ob-
jective in the future. Consequently, upon the release of a ROS2 distribution that
facilitates the generic implementation of service and action servers and clients,
it is advisable to extend the implementation of ROS2 Connect to enable generic
service and action servers and clients, in addition to generic subscribers and
publishers. This will enable the definition of service and action servers entirely
through the parameter file, thereby utilizing a ROS2 parameter, eliminating the
necessity for implementing a ROS2 Connect plugin, as is currently required.

« With regard to the definitions of subscribers and publishers (as well as service
and action servers and clients), the current development status of ROS2 Con-
nect is such that under normal conditions, the server and client have mirrored
ROS2 parameters. Consequently, if the server has a subscriber for topic /a,
the client has a publisher for topic /a. One potential optimization in this sce-
nario would involve the server being the sole source for the definitions, with the
client receiving them after a successful connection has been established. This
approach would eliminate the need for duplicate parametrization of the client.
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In the context of Telelab, the addition of new or the removal of existing topics,
as well as the exchange of QoS profiles, could then be accomplished without
necessitating the download of a new parameter file by users.

The final point mentioned here regarding the optimization of ROS2 Connect con-
cerns compression. As previously mentioned in section the compression
of topic data necessitates the utilization of ThreadedSubscriber / -Publisher,
and the compression algorithms and its settings must be defined prior to the
execution of ROS2 Connect. However, this significantly restricts its application
because to truly benefit from compression of topic data, real-time metrics must
be known about the current bandwidth, the compressibility of the data, and
the performance of the host systems running the server and client node with
regard to compression. A possible extension of ROS2 Connect would therefore
be that

1. after startup, the client and server compress predefined data-sets in the
background, measuring the time required for this process. This enables
the estimation of the performance of the host system.

2. The client and server evaluate the compressibility and size of the data to
be transferred at runtime to estimate the potential benefits of compression
for a certain topic.

3. The client and server perform time measurements for individual topics
during runtime to estimate the bandwidth of the connection.

This bundled information can then be exchanged between the client and server
and used to decide at runtime whether to compress the data to be transferred
for a specific topic, selecting the most suitable compression algorithm with
the most suitable settings. To accomplish this objective, the client or server
would then communicate the decision to compress to the other party so that
both can switch to a ThreadedSubscriber / -Publisher if necessary to begin
transferring compressed data. For the client and server, a ROS2 parameter
would be employed to specify the maximum number of additional threads that
can be utilized for compressed topics to limit the number of threads. This
extension would enable the maximum potential of topic data compression to be
achieved.
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Chapter 3

Integration of two Eduard Robots
into Telelab

This chapter provides a brief overview of the integration, of two Eduard robots from
the EduArt Robotik GmbH [47] into the Telelab e-learning infrastructure. The in-
tegration of these two robots is intended to convert the Telelab infrastructure from
an in-house robot control software (see Schott [36]) to ROS2, thereby enabling the
provision of ROS2-related learning content on the Telelab platform.

To achieve this objective, a series of modifications were implemented in both the
hardware and software components of the Eduard robots. The robots were integrated
into the university network via wireless connectivity, thereby enabling seamless ROS2
communication and data exchange. In addition, multiple ROS2 nodes were developed,
while the database system and the pre-existing Telelab user interface were adapted
to facilitate full integration.

Furthermore, ROS2 Connect, described in detail in the preceding chapter, enables
remote clients to teleoperate the Eduard robots over the Wide-Area-Network.

3.1 Eduard Robots

The Eduard research & development platform describes robots that, at the time of
writing, possess four wheels and are classified into two distinct configurations: one
configuration equipped with fixed wheels and one configuration fitted with mecanum
(Swedish) wheels with rollers oriented at 45° [47]. Given that all four wheels are
driven in both configurations, Eduard implements two kinematic models: the skid
steer model, in which the wheels on one side are always driven at the same speed; and
the omni-directional kinematic model based on four independently driven mecanum
wheels [48]. It therefore follows that an Eduard robot equipped with four fixed wheels,
with the wheels on one side driven at the same speed, has a degree of steerability
of o, = 0, a degree of mobility of ,, = 2, and thus a degree of maneuverability
of oy = 0s + 0, = 2 [49, B0]. However, since the configuration space involves
three degrees of freedom (z, y, @), while the Eduard robot in the four-fixed-wheel
configuration can independently control only two of them (z, ) through its two
control inputs (the angular velocities of the left and right wheels), it follows that
the Eduard robot with four fixed wheels is a non-holonomic robot [50]. In contrast,
an Eduard robot equipped with four mecanum wheels, each of which can be driven
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independently, has a degree of steerability of 6, = 0, a degree of mobility of ¢,, = 3,
and thus a degree of maneuverability of 6y = 05 + J,, = 3 [B0, BI]. Since the
configuration space involves three degrees of freedom (z, y, ), and the four-mecanum-
wheel configuration provides independent control of these three degrees of freedom
via appropriate combinations of the four wheel angular velocities (with the wheel
angular velocity of one of the wheels being constrained by the kinematic model), it
follows that the Eduard robot with four mecanum wheels is a holonomic robot [50].

In the context of Telelab, two Eduard robots are integrated: one with fixed wheels
and skid-steer kinematics, and another with mecaum wheels and omni-directional
mecanum kinematics (see Fig. [3.1)). The next sections discuss the robots’ installed
hardware and its extension for integration, as well as the internal and EduArt-
developed software.

3.1.1 Hardware

The Eduard robots are constructed from a base plate of milled aluminum, on which
most of the hardware is mounted, including the four motors, the embedded com-
puter (Siemens SIMATIC IPC BX-21A), the so-called “Free Kinematics Kit”, a wire-
less router (tp-link TL-WR802N), a 6 degrees of freedom inertial measurement unit
(IMU), and the battery (4.5Ah at 17.5V to 30V). The base plate also supports a
structure made of MakerBeam XL aluminum profiles that holds the side panels and
top plate, on which the charging port, the on / off switch, and an e-stop are mounted.
The aluminum profile structure also holds two Time of Flight (TOF) sensors at the
front and rear (ST VL53L8CX), which are embedded in circuit boards that also
contain LEDs for signaling various states and illuminating the direction of travel.

The “Free Kineamtics Kit” is a stack of circuit boards that integrate various functions
and is connected to the Eduard robot’s embedded computer via an Ethernet adapter
board, see Fig. [3.2l The circuit boards implement several important functions:
The first circuit board implements the Ethernet interface and a Controller Area
Network (CAN) bus, which connects the circuit boards that hold the TOF sensors

Fig. 3.1: “Eduard Red” with fixed Wheels, and “Eduard Blue” with mecanum wheels
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Fig. 3.2: Free Kinematics Kit (cropped from [52])

and the LEDs [52]. The second circuit board implements motor controllers (drivers),
which generate voltages for the motors and simultaneously read the values of the
encoders embedded in the motors [52]. The third circuit board controls battery
charging, monitors its status, and evaluates the e-stop (power management module)
[52]. Yet another board implements several DC / DC converters to generate 24V
for the embedded computer, as well as freely available 5V and 12V (auxiliary power
supply module) [52].

Connecting the “Free Kinematics Kit” to the embedded computer allows the com-
puter to read the various sensor and status values and to send control commands
to the motor controllers to drive the robot. It is important to note that the “Free
Kinematics Kits” is not connected directly to the embedded computer via Ehternet;
rather, it is connected via an Ethernet-to-USB converter. This is because the Eth-
ernet controller of the “Free Kinematics Kit” only supports link mode 10base-T half
duplex, whereas the Network Interface Controllers (NICs) of the embedded computer
only support 10base-T, 100base-T, or 1000base-T full duplex.

In summary, the Eduard robots can, out-of-the-box, detect their immediate surround-
ing thanks to their TOF sensors, which enable, for example, collision avoidance. The
encoders detect wheel movements, which enables odometry and the implementation
of controllers, e.g. PID, for velocity regulation and motion control.

To integrate the robots into the Telelab for their intended use, two additional optical
sensors were added: a camera facing the forward direction and a 2D Light Detection
and Ranging (LiDAR) scanner. In addition the wireless router was replaced.
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The camera, a SeeBCAM_24CUG by e-con Systems®, possess a sensor resolution of
2.3MP and is capable of capturing Full HD footage at a rate of up to 120 frames
per second [53]. It is equipped with a global shutter mechanism and offers a field
of view (FOV) of 128.2° diagonally, 104.6° horizontally, and 61.6° vertically [53), 54].
An important feature of the camera is its USB Video Class (UVC) compatibility,
which facilitates the transmission of compressed and encoded MJPEG images [53].
This enables the direct capturing and processing of camera images without the need
for the embedded computer to encode the raw image data first, which significantly
reduces computing demand. The subsequent section details the ROS2 device
driver, developed for the purpose of image capture and publication.

The camera facilitates several key functions. Primarily, it provides visual feedback in
the direction of travel during teleoperation. Furthermore, the camera is intended to
be integrated into a variety of Telelab experiments planned for the future, including,
but not limited to, camera calibration aimed at determining the intrinsic camera
parameters and subsequent correction of the camera image distortion. Moreover, the
camera is envisioned as an essential component in the development of autonomous
docking strategies for the robot with a charging station.

For this purpose, the camera is mounted in a horizontally central position on the front-
facing aluminum profile of the Eduard robot using a custom 3D-printed adapter (see
Fig. and connected to the embedded Computer via its USB 3.2 interface.

The 2D LiDAR scanner, a TiM571 by SICK AG, operates based on the High Definition
Distance Measurement (HDDM) principle, which is a statistical pulse time-of-flight
technique developed by SICK AG [55]. To this end, the TiM571 employs a stationary
near-infrared (NIR) laser diode with a wavelength of 850 nm and a rotating mirror,
thereby achieving a horizontal field of view of 270° at a scan frequency of 15 Hz,
and an angular resolution of 0.33 °, with a measurement range spanning from 0.05m
to 25m [56]. These properties enable the capture of 811 measurement points per

Fig. 3.3: Left: 3D-Model of mounting adapter for See3CAM_24CUG, Right:
Mounted See3CAM 24CUG
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scan, with each measurement point being associated with two values: the distance
in millimeters and the Received Signal Strength Indicator (RSSI) as a dimensionless
8-bit number [55].

The utilization of this LIDAR scanner enables a wide range of applications. On the one
hand, the scanner is intended to be integrated into a variety of Telelab experiments
planned for the future focusing on mapping, navigation, and point cloud genera-
tion, thereby supporting the implementation of algorithms such as Iterative Closest
Point (ICP). Moreover, as the LiDAR scanner is a key technology for mapping and
navigation, it is envisioned as an essential component in the development of an au-
tonomous charging strategy for the robot to precisely approach the charging station
before docking.

For this purpose, the LiDAR scanner is mounted in a horizontally central position
on a plate embedded in the top plate of the Eduard robot (see Fig. where the
embedded plate is shown in gray) using a custom 3D-printed adapter (see Fig.
and connected to the embedded Computer via its Ethernet interface. Furthermore,
the precise position of the laser scanner, particularly the exit aperture of the laser
beams, was measured in relation to the robot’s base coordinate system. This facil-
itates the transformation of measurement points in the scanner’s coordinate system
into the robot’s coordinate system through the utilization of the ROS2 library tf2.
The LiDAR scanner is powered with 12V of electricity, which is supplied by one of
the DC / DC converters of the auxiliary power module of the “Free Kinematics Kit”,
and is protected by an 800 mA fuse.

Fig. 3.4: Left: 3D-Model of mounting adapter for SICK TiM571, Right: Mounted
TiM571
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Additionally, section [3.1.2.2| details the ROS2 device driver, developed for the purpose
of configuration of the TiM571 and the acquisition of scan data.

Finally, the extension and modification, respectively, of the Eduard robots with regard
to the built-in wireless router is described. The initially installed tp-link TL-WR802N
was substituted by a GLiANET GL-MT3000 (Beryl AX). The reason behind this sub-
stitution is that the original tp-link router offers only a limited bandwidth capacity,
with a maximum of 100 Mbit/s in bridge mode, i.e., when receiving a wireless signal
and subsequently bridging it to the Ethernet port [57]. In contrast, the Beryl AX
supports a bandwidth capacity of up to 2402 Mbit/s in the same configuration [58].
Details regarding the integration of the Eduard robots into the university network,
facilitated by the Beryl AX router, is described in the subsequent section [3.2

While the original tp-link router was enclosed within the Eduard robot’s body, the
Beryl AX was mounted on the top plate, both to free up internal space and to ensure
a direct, unobstructed line of sight between the router and its access point. In order to
implement this modification, it was necessary to modify the top plate of the Eduard
robot, both to provide a larger opening for cable routing and to create mounting holes
for attaching a holder for the Beryl AX. The original version of the top plate (left)
[47] and its modified counterpart (right) are depicted in Figure The cut-out was
extended in the vertical and horizontal direction, and two new holes for mounting
the Beryl AX holder were added above the extended opening. Furthermore, two
of the original holes, which had been utilized to attach a carrying handle for the
Eduard robots, were removed. This modified Eduard robot top plate was precisely
manufactured from 3 mm-thick transparent Plexiglas® XT using a laser cutter. The

Fig. 3.5: Left: Original Eduard top plate [47], Right: Modified Eduard top plate
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gray plate, which partially covers the cutout, remains unchanged and, as previously
described, is employed for mounting the SICK TiM571 LiDAR scanner.

The 3D-printed holder for the Beryl AX, which is mounted using the two newly
created holes in the top-plate (see Fig. , is based on an adapted 3D-Model orig-
inally published on Thingiverse by dunkndonuts under the Creative Commons (CC)
Attribution-ShareAlike (BY-SA) 3.0 license [59]. The original model was modified by
enlarging the mounting holes to a diameter of 5 mm to facilitate the use of M4 screws
for installation. Furthermore, 5mm spacers were incorporated into the underside
of the holder to enhance its ventilation, thereby facilitating effective cooling for the
Beryl AX. The Beryl AX itself is powered with 5V of electricity, which is supplied by
one of the DC / DC converters of the auxiliary power module of the “Free Kinematics
Kit”, and is protected by an 3.1 A fuse.

3.1.2 Software

The Eduard robots are supplied directly by EduArt Robotik GmbH with extensive
software. This involves the implementation of complete hardware abstraction via
ROS2 nodes, interaction options such as control via commercially available joysticks,
including the PlayStation DualSense® Wireless Controller, and ready-to-use Gazebo
simulations [60]. In the context of Telelab, two of the software components developed
by EduArt are currently in use.

The first component utilized is the eduard-ethernet-gateway-bot node, provided by
the ROS2 package “edu_robot”, which is executed directly on the robot. This node
implements the full hardware abstraction of the robot, evaluating the data of all

e

Fig. 3.6: Left: Adapted 3D-Model of mounting adapter for Beryl AX, Right:
Mounted Beryl AX

75



Chapter 3 Integration of two Eduard Robots into Telelab

installed sensors and publishing them to ROS2 topics [60]. It also includes the im-
plementation of the two kinematic models, enabling control either by specifying
geometry_msgs/Twist, i.e., spatial velocities, or by directly setting the individual
angular velocities of the motors, which enables the implementation of custom con-
trol algorithms [60]. In addition, the node provides odometry, tf2 transformations
between various defined frames, collision avoidance based on the TOF sensors, the pe-
riodic publication of the robot’s status, and diagnostic insights [60]. For this purpose,
the eduard-ethernet-gateway-bot node establishes a serial connection via the Ethernet
interface to the “Free Kinematics Kit”, which enables eduard-ethernet-gateway-bot
to transmit commands to the motor controllers or CAN devices and to acquire the
data of all installed sensors [60]. Furthermore, this connection also allows eduard-
ethernet-gateway-bot to implement watchdogs to ensure, that all motors are operating
correctly, and that a node sending spatial or motor velocities is still active, as this
node must repeat the spatial or motor velocity command once within a defined time
period [60].

By default, EduArt Robotik GmbH deploys this node as a Docker container on the
embedded Siemens SIMATIC IPC BX-21A computer, which runs Debian Stable and
uses CycloneDDS as the communication middleware. However, this setup is consid-
erably less efficient than running the node natively due to the overhead introduced
by Docker. Therefore, the following setup was employed: Ubuntu 24.04 was installed
on the embedded computer, and ROS2 Jazzy Jalisco was installed natively, while Cy-
cloneDDS remains in use as communication middleware. Furthermore, given that
EduArt Robotik GmbH only updates the launch and parameter files in the context
of the Docker images, a new ROS2 meta-package, designated “edu”, was created.
This meta-package exclusively bundles launch and parameter files utilized in the
context of Telelab and originating from EduArt Robotik GmbH . For the ROS2 node
eduard-ethernet-gateway-bot, the “edu” meta-package contains the files robot.py,
robot.yaml, and robot_diagnostic.yaml, which can be found on the data medium
accompanying this thesis, see appendix [Cl

The second component utilized are kinematic tree models in the Unified Robot De-
scription Format (URDF) of the Eduard robots in both wheel configurations. These
models, in conjunction with the joint states published by eduard-ethernet-gateway-
bot, enable the visualization of both the robot’s current state and its sensor values
in RVIZ2, the ROS2 3D visualization tool [61], see Figure 3.7 To this end, EduArt
Robotik GmbH provides a dedicated launch file, in addition to the URDF models,
which is part of the ROS2 package “edu_robot_ control” and executes the ROS2 node
“robot_state_publisher”, which is part of the ROS2 core stack [60]. As with the
launch file for eduard-ethernet-gateway-bot, this launch file (robot_description.py)
has been incorporated into the ROS2 meta-package “edu” and can also be found on
the data medium accompanying this thesis, see appendix [C]

In addition to utilizing the two software components from EduArt Robotik GmbH |

two device drivers were developed for the SeeBCAM_24CUG camera and the LiDAR
TiM571, which are outlined in the following sections.

76



Chapter 3 Integration of two Eduard Robots into Telelab

Fig. 3.7: RVIZ2 view of the fixed-wheel URDF model with TOF sensors, laser scan,
and base frame in a recorded office map

3.1.2.1 ROS2 device driver for See3CAM_24CUG

Although there are existing ROS2 device drivers for USB UVC cameras that could
theoretically be used for the See3CAM_24CUG, a new ROS2 driver for USB UVC
cameras was implemented in the context of this work to enable integration of the
camera into the Eduard robots. The implementation of this new driver is driven by
two primary motivations:

1. All tested existing drives that utilize Video4Linux (V4L) as a backend demon-
strated deficiencies in implementing camera configuration, resulting in settings
such as exposure time and white balance failing to function properly with the
See3Cam_ 24CUG. This renders these drivers unusable for the intended appli-
cation in the context of Telelab, as correct configuration of the various camera
parameters is essential to ensure that the camera image is consistent in different
lightning situations or that images can be captured with constant parameters.
Consequently, drivers without the support for the configuration of camera pa-
rameters, e.g. due to the utilized backend, are also not a viable option.

2. All tested existing drivers utilize the ROS2 package “image transport” for the
purpose of publishing images. “image transport” is a plugin-based library that
provides mechanisms for efficiently and flexibly publishing and subscribing to
camera images via various transmission types, e.g. uncrompressed, compressed,
or video-based, without the producing and consuming ROS2 nodes being tied
to a specific data format [62]. This means that a producing node, i.e., a cam-
era driver, instantiates an “image transport” publisher, which is employed to
publish raw, uncompressed images [62]. A consuming node can subsequently
subscribe to the topics advertised by “image transport” and, in turn, receive
either the raw data or, i.e., the compressed and encoded image [62]. In the
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latter case, the respective “image transport” plugin of the producing node
compresses and encodes the raw images prior to their publication [62].

While this approach generally offers many advantages, the use of “image
transport” in the context of Telelab has a major disadvantage, as only com-
pressed images are intended to be transmitted to the teleoperating client due to
excessive bandwidth requirements for raw image data. However, when employ-
ing “image transport”, raw image data is first required on the producing node,
where it must be compressed prior to publication. This introduces additional
computational overhead on the embedded computer of the Eduard robots.

However, the See3CAM_24CUG cameras integrated into the Eduard robots
are capable of directly providing compressed and encoded images (MJPEG),
as outlined above. These pre-compressed images can be retrieved directly by a
device driver and published without any additional processing.

For these two reasons, a new ROS2 device driver, “usb_cam”, was implemented. It
is based on the VideoCapture interface from OpenCV (a computer vision library),
which utilizes V4L as a backend and enables, on the one hand, full configuration of
all parameters of the See3CAM _24CUG, and, on the other hand, direct acquisition
of the camera’s pre-compressed MJPEG images which are subsequently published as
sensor_msgs/CompressedImage.

Compared to the “image transport” approach, this method significantly reduces the
computational load on the embedded computer of the Eduard robots while ensuring
efficient image transmission during teleoperation. The source code for this device
driver can be found on the data medium accompanying this thesis, see appendix [C|

3.1.2.2 ROS2 device driver for TiM571

Despite the availability of an existing device driver for the SICK TiM571, including
ROS2 bindings, developed by SICK AG and designated as sick_scan_ xd [63], a stan-
dalone ROS2 device driver was developed for the integration of the TiM571 in the
context of Telelab. Strictly speaking, this developed ROS2 device driver is a port of
an existing ROS1 device driver, utilized at the chair of robotics of the University of
Wiirzburg, which was developed under Stefan Stiene and Jan Elseberg primarly for
the SICK LMS100. In the course of this work, it was ported to ROS2, incorporating
extensions and adaptions that facilitate its compatibility with a wide range of SICK
LiDAR scanners.

The porting of this device driver was motivated by the fact that the sick scan_xd
device driver lacks a function essential for operating the TiM571 in the context of
Telelab. This is due to the fact that the TiM571 is permanently supplied with power
by the electrical installation on the Eduard robot as long as it is switched on via
the main switch, regardless of whether the embedded computer is turned on or off.
Therefore, it is necessary to explicitly transition the TiM571 to standby mode, in
which the motor driving the rotating mirror and the laser diode are deactivated.
This standby mode not only reduces the power consumption of the TiM571 but also
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decreases the operating hours of the motor and laser diode, thereby significantly
extending their service life. Nevertheless, the device driver should remain active
and maintain the connection to the TiM571 (as long as the embedded computer is
switched on) in order to facilitate the driver’s ability to reactivate the LiDAR from
standby mode, for example, as a result of a ROS2 service call.

However, this essential function is not provided by the sick_scan_xd driver [63].
Additionally, an instance of the sick scan_xd driver terminates automatically if
no measurement data telegrams are transmitted from the LiDAR scanner within a
specified period of time [63]. Nevertheless, the sick scan_xd driver facilitates the
transition of the driven SICK LiDAR scanner into the aforementioned standby mode
upon termination [63]. Nonetheless, during the course of experimental trials with the
sick scan_xd driver, it was observed that when the LiDAR scanner is to be transi-
tioned into standby mode, segmentation faults occur repeatedly or the driver becomes
unresponsive during the process of shutdown.

Consequently, the existing ROS1 SICK LMS100 device driver was ported to ROS2 via
the ROS2 package “sick” with the node sicksensor, and its functionality was expanded
and adapted. This driver establishes a serial connection to the TiM571 via the Ether-
net interface, through which it enables the configuration of all measurement param-
eters, the initiation and termination of measurements, and transitioning the TiM571
into standby mode, using the telegrams defined by SICK AG. To this end, the driver
utilizes the ASCII-based communication format (CoLa A), inherited from the original
ROSI1 driver and, in contrast to the sick scan_xd driver, which utilizes the binary
communication format (CoLa B) [63, 64]. Furthermore, the driver exclusively eval-
uates responses of the “LMDscandata” telegram type, which contain measurement
values of a scan, with respect to their first pulse response, i.e., it processes only DIST1
and RSSI1 [64], which are subsequently published as sensor_msgs/LaserScan. This
design choice is motivated by the fact that the TiM571 records only a single pulse per
singular distance measurement, and the original ROS1 driver likewise evaluated only
one pulse response, albeit limited to DIST1. Additionally, the ROS2 driver imple-
ments two ROS2 services: one for starting a measurement while concurrently exiting
the standby mode of the scanner, and another for stopping a measurement with the
option of transitioning the scanner into standby mode.

Compared to the sick scan xd approach, this method enabled the TiM571 to be
transitioned into and out of standby mode via ROS2 services while keeping the node
active. Nevertheless, sick scan_xd offers an efficiency advantage through its utiliza-
tion of the binary CoLa B communication format. Nonetheless, the sicksensor driver
was observed to be able to evaluate the LMS100’s “LMDscandata” telegrams, which
are not only significantly larger than those of the TiM571 but are also recorded at
a higher rate at 50 Hz, utilizing the ASCII-based CoLa A communication format,
without any reduction in data rate. The source code for this device driver can be
found on the data medium accompanying this thesis, see appendix [C|
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3.2 Network Integration

The wireless integration of the Eduard robots into the university network represents
a crucial aspect in their overall integration into the Telelab infrastructure. However,
this integration is challenging because ROS2 relies on DDS, and consequently on RTPS,
as its communication middleware. The difficulty arises, on the one hand, from the use
of the Simple Participant Discovery Protocol (SPDP) and Simple Endpoint Discovery
Protocol (SEDP) defined by RTPS, which are based on multicast communication that
by default does not extend beyond a local subnet (see section , and, on the other
hand, from the absence of an integrated WLAN module in the embedded computer
of the Eduard robots in conjunction with the planned network topology, which was
already briefly introduced in section and illustrated in figure [2.23] This network
topology establishes that the Eduard robots do not run ROS2 Connect directly, but
rather that an additional server executes ROS2 Connect server instances, which then
tunnel the traffic between the network edge and thus the WebSocket connection to
a teleoperating client, and the robots. The reason for this topology is twofold: on
the one hand, it reduces the computational load on the embedded computer of the
Eduard robots, and on the other hand, it enables the additional server to acquire and
tunnel further data from other participants, such as an overhead camera. However,
this necessitates the ability of the additional server to receive the DDS, respectively,
RTPS messages from the robots and to transmit DDS / RTPS messages back to the
robots. Consequently, as SEDP and SPDP rely on multicast, the additional server and
the Eduard robots must be located within the same subnet.

However, as mentioned above, the robot’s embedded computer (Siemens SIMATIC
IPC BX-21A) lacks an integrated WLAN module. Therefore, either a WLAN-to-USB
dongle or an on-board router acting as a transparent ISO/OSI Layer 2 bridge must
be employed to achieve a wireless integration of the Eduard robots. In the first case,
the embedded computer acts as a wireless client itself through the WLAN-to-USB
dongle. In the latter case, the router receives the WLAN signal from the university
network and forwards it, without the use of routing protocols or Network Address
Translation (NAT), to its ethernet interface, and thus to the connected embedded
computer of the Eduard robot. Consequently, the router acts as a transparent bridge
which, in accordance with the requirements defined by Tanenbaum and Wetherall,
does not interfere with the operation of the existing university Local-Area-Network
(LAN), rendering the bridged LAN indistinguishable from a single, unbridged one
[22]. As a result, multicast and other dynamic control traffic, such as Dynamic Host
Configuration Protocol (DHCP), can seamlessly flow between the university network
and the Eduard robots.

As indicated in the preceding section, the approach based on an on-board router
(GL.ANET GL-MT3000 Beryl AX) was selected for integrating the Eduard robots
into the university network. This decision is based on the fact that USB is a host-
controlled, polled bus, whereas an ethernet NIC signals the CPU via hardware inter-
rupts when packets are received [65, 66]. Consequently, in the context of a WLAN-to-
USB dongle, the embedded computer depends on the USB host controller’s polling
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schedule for the detection of new data, which introduces additional overhead and
reduces the effective data rate [65]. Conversely, when the embedded computer is
connected to the network through its ethernet NIC with the on-board router, packets
are transferred directly into memory via Direct Memory Access (DMA) and / or the
CPU is notified by interrupts [66]. Furthermore, the utilization of an on-board router
that functions as a transparent bridge facilitates Wake-on-LAN, thereby enabling the
startup of the embedded computer of the Eduard robots via a magic packet.

The final setup therefore consists of a total of three GL.INET Beryl AX routers, one
of which is installed on each of the two Eduard robots, while the third functions as
an access point for the two routers installed on the robots. In order to achieve the
transparent bridging of the university network, or more precisely the subnet shared
by the robots with the additional server, Wireless Distribution System (WDS) was
employed. The Wireless Distribution System is a MAC layer mechanism which is orig-
inally described in the IEEE 802.11-1999 specification for constructing 802.11 frames
using the 4-address format [67, [68]. These frames contain the source address (SA)
and destination address (DA), but also the transmitter address (TA) and receiver
address (RA) [67]. Therefore, they carry the addresses for the wireless hop between
the robot’s on-board router (WDS Client) and the WDS access point while retaining
the original source and destination MAC addresses of the end hosts (e.g., the Eduard
robot and the additional server) [68]. Consequently, the 4-address format enables the
implementation of transparent ISO/OSI Layer-2 bridging with WDS extending the
networks distribution system while preserving the original frame addressing, rather
than performing routing or NAT [68], as illustrated in Figure [3.8 Since a 4-address
WDS bridge forms a single Layer-2 domain, multicast frames, DHCP control traffic,
and Wake-on-LAN magic packets traverse the bridge unmodified [67, [68].

However, since the IEEE 802.11-1999 specification only describes the 4-address format
but not its implementation by a device, the same firmware for a client and access
point should be used in a WDS setup [68, 69]. For this reason, the OpenWrt Linux
operating system was installed on all three GL.INET Beryl AX routers. OpenWrt
supports the 4-address format, enabling a seamless WDS setup consisting, in this
context, of one access point and two clients [69]. The routers were configured to
operate according to the IEEE 802.11ax (Wi-Fi 6) standard in the 5 GHz band with
a channel bandwidth of 160 MHz. Transparent bridging via the WLAN radio module
is restricted to the 2.5 Gbit/s ethernet port while the 1.0 Gbit/s port is reserved for
out-of-band management access.

Using this setup, the two Eduard robots were seamlessly integrated into the univer-
sity network, enabling unhindered traffic flow between the additional server, or other
hosts, and the robots. As a result, multicast messages can be transmitted without
restriction, enabling RTPS and consequently ROS2 to function wirelessly. Since the
robots are equipped with powerful GL.INET Beryl AX routers, with one additional
unit serving as an access point, all of which support the 802.11ax (Wi-Fi 6) standard
in the 5 GHz band with a 160 MHz channel bandwidth, the full wireless capacity of
the Beryl AX can be utilized. When a single robot is in operation, a connection
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Fig. 3.8: WDS Layer-2 bridge employing 4-address format (Icons © Google (Apache

2.0) [26])

speed of up to 2402 Mbit/s to the university network can be achieved, whereas si-
multaneous use of both robots divides the available bandwidth equally. This ensures
that the robots network integration does not constitute a bottleneck in the overall
communication path between the robots and a teleoperating client.

3.3 Telelab ROS2 Integration

Given that the robots are now equipped with the necessary hardware and software
to operate within the context of the Telelab, integrated wirelessly into the university
network, respectively, a dedicated subnet, and that ROS2 Connect has been developed
to enable their teleoperation over WAN, the remaining step is their integration into the
existing Telelab infrastructure. This integration of the two Eduard robots involves
two aspects: first, the continuous recording of their current status, and second, the
ability to start and stop the robots both manually and automatically according to
their booked reservations.

3.3.1 Existing Telelab Infrastructure Extension

In order to achieve this objective, the existing Telelab infrastructure was first ex-
tended. That infrastructure currently consists of several web frontends, with the
index frontend offering students the opportunity to view and work on tasks, sub-
mit inquiries or feedback to administrators via a ticket, and book reservations for a
robot assigned to a task. Conversely, administrators have the ability to assign tasks
and oversee both users and robots. This index frontend communicates with a PHP
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8.2 backend, which in turn utilizes a MariaDB database to facilitate the persistent
storage of all data and states.

For the integration of the Eduard robots, this database, or rather its underlying
model, was extended, with an excerpt of the extensions of this model shown in Fig.
B.17of appendix [B] This extension of the database model encompasses the augmenta-
tion of the Robot table with the properties ip (IP address), mac (MAC address), mode
(scheduling mode: automatic or manual), ros_namespace, and launch__parameter
template. The properties ip, mac, mode, and ros_namspace are utilized by the ROS2
Telelab implementation (see subsequent section , which is responsible for moni-
toring the robots and managing their startup and shutdown. Furthermore, the prop-
erties ros _namespace and launch__parameter _template are utilized by ROS2 Connect
to authenticate the users and validate their reservation for a robot, whereby the
property launch__parameter template functions as a foreign key to an entry in the
novelly created table Launch_Parameter__Template. This table houses templates for
ROS2 Connect launch parameter files that can contain placeholdes, for instance, the
user_key (see section . In addition, two new tables, Robot_Status and Tele-
lab__Robot_ Status, were introduced, with each entry designated to a specific robot.
The Robot_Status table is designed to store various explicit status values of the robot,
including its online status and its current charging level. These values correspond
to those reported by the robot itself and are recorded historically. Conversely, Tele-
lab__Robot_Status encompasses a range of status-related information concerning the
robot, generated by the aforementioned ROS2 Telelab that monitors the robot’s oper-
ations. This information, however, is not recorded historically; only the most recent
entry is stored.

Consequently, as a result of the expansion of the database model, both the PHP back-
end and the JavaScript-based web index frontend underwent extension. These exten-
sions facilitate the configuration of the robots according to their new properties, the
visualization of the newly recorded robot data (see Fig. , and the manipulation
of their current state, which is achieved through the PHP backend communicating
with ROS2 Telelab via XMLHttpRequests.

3.3.2 ROS2 Teleab-Companion and Telelab-Interfaces

In order for the ROS2 Telelab implementation, as referenced above and presented in
the following section [3.3.3] to be able to record the status of the Eduard robots and
manipulate them in their state, uniform interfaces were developed and defined in
the ROS2 package Telelab-Interfaces. These interfaces are implemented by the ROS2
node eduard of the Telelab-Companion package, which runs on the Eduard robots
and establishes a bridge between the interfaces defined in the “edu_robot” package,
developed by EduArt and hosting the eduard-ethernet-gateway-bot node, as described
in section [3.1.2, and the interfaces provided by the Telelab-Interfaces package.

This approach, i.e., defining and implementing new interfaces, was not absolutely
necessary for ROS2 Telelab to communicate with the Eduard robots, since both robots,
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Fig. 3.9: Visualization of a robot and its state in the Telelab web index frontend

despite their kinematic differences, execute the same code (eduard-ethernet-gateway-
bot) and therefore already expose uniform communication interfaces. Nevertheless,
the definition of new interfaces provides two advantages:

1. The interfaces defined by EduArt present a challenge to humans in terms of
interpreting the parameters and results. This complicates the direct evaluation
of the robot’s status as well as the configuration of the robot to a particular
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mode, such as altering the kinematics or activating the motors. The ROS2
Telelab-Interfaces, which have been defined to address these issues, facilitate
the manipulation of the robot’s state or the interpretation of its status without
the necessity of prior knowledge. This is of particular significance in the context
of teleoperation, wherein a student, for instance, must initiate motor activation
prior to issuing driving commands.

2. The interfaces implemented in “edu_ robot” are specific to Eduard robots. How-
ever, in the event that the Telelab were to be expanded at a subsequent point in
time to incorporate additional robots not originating from EduArt, these would
offer entirely distinct interfaces, thereby resulting in incompatibility with a ROS2
Telelab implementation based on interfaces defined by EduArt. The Telelab-
Interfaces implemented for each robot type by Telelab-Companion have thus
created a robot-independent communication interface that offers straightfor-
ward expandability of the Telelab to include any robot in the future.

As a result, the topic types (messages) RobotStatus, TelelabRobotStatus, and Telelab-
Status were defined in Telelab-Interfaces, as well as the service definitions SetMode
and SetLidar (see section of appendix [A)).

RobotStatus is a topic type published by ROS2 Telelab-Companion on the topic tele-
lab/robot_status. It holds various states of the robot, such as battery voltage, and
corresponds in its definition to the database table of the same name, with the excep-
tion of two properties. TelelabRobotStatus is a topic type utilized by ROS2 Telelab to
represent the management status of a robot, with its definition likewise correspond-
ing to the database table of the same name. TelelabStatus is a topic type published
by ROS2 Telelab on the topic telelab/status. It contains information about the inter-
nal state of ROS2 Telelab as well as the management status of all monitored robots,
provided in an array of type TelelabRobotStatus.

SetMode and SetLidar, in turn, represent two service definitions with the former
enabling manipulation of the robot’s state, such as activating the motors, while the
latter allows manipulation of the installed LiDAR, specifically placing the scanner into
or out of standby mode. These two services are provided by ROS2 Telelab-Companion
under telelab/set_mode and telelab/set_lidar. Furthermore, ROS2 Telelab-Companion
provides the two services telelab/shutdown_robot, which schedules a shutdown of the
robot within 5s, and telelab/reset_odometry, which resets the robot’s current pose as
determined by odometry, both of which make use of the standardized ROS2 service
definition std_srvs/Trigger.

In summary, several uniform topic types and services were defined using ROS2 Telelab-
Interfaces, which provide uniform communication interfaces. Additionally, ROS2
Telelab-Companion guarantees that ROS2 Telelab has explicitly specified topics and
services available for the purpose of capturing a robot’s status and manipulating its
state. These topics and services are implemented by contract, meaning that every
node of the Telelab-Companion package is required to implement the following topics
and services:
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« Topic telelab/robot_status with topic type telelab__interfaces/RobotStatus
« Service telelab/shutdown_robot with service type std_srvs/Trigger
 Service telelab/reset_odometry with service type std_srvs/Trigger

« Service telelab/set_mode with service type telelab_interfaces/SetMode
 Service telelab/set_lidar with service type telelab_interfaces/SetLidar

3.3.3 ROS2 Telelab

To complete the integration of the two Eduard robots into Telelab, and thus bridge
the gap between ROS2 and the existing infrastructure compromising of a database, a
PHP backend, and the index web frontend, the aforementioned ROS2 Telelab package
was developed, which is executed on the additional server that also executes ROS2
Connect. This package implements, in the node telelab node, both the monitoring of
the robots and the targeted manual or automatic manipulation of their state through
the communication interfaces provided by ROS2 Telelab-Interfaces and ROS2 Telelab-
Companion, with the prerequisite that both robots operate within the same ROS
domain, while their topics, services, and tf frames are isolated by their respective
ROS namespace, for example, “eduard/blue” and “eduard/red”.

In order to accomplish this objective, ROS2 Telelab initiates two connections (ses-
sions) to the Telelab’s database using the C++ database access library SOCI, which
are employed to enable concurrent read and write operations. Consequently, it is
capable of retrieving the list of all available robots, including for each robot its ROS
namespace, [P and MAC address, as well as the robot’s scheduling mode (automatic
or manual), which is implemented by the C++ class RobotManager. According to the
information obtained, which is periodically retrieved from the database, ROS2 Telelab
is now capable of monitoring all robots that contain a non-empty ROS namespace.
This is facilitated by the RobotManager, which instantiates the C++ class Robot for
each robot definition, with each instance establishing a subscription to the robot’s
status that is consistently published by the respective Telelab-Companion under the
designated topic /<ros-namespace>/telelab/robot_status.

With the arrival of each RobotStatus message, or at least every 10s (in the case where
the robot is switched off and therefore does not publish its status), the management
loop implemented in the Robot class is executed. In the event that a RobotStatus
message has been received, the loop first writes it to the Telelab’s database. In case
not, the loop checks whether the robot is connected to the network be sending an
Internet Control Message Protocol (ICMP) “Echo Reply” (ping) and subsequently
writing a corresponding RobotStatus entry to the database.

If the robot is operating in automatic scheduling mode, the database is subsequently
queried to retrieve all of its reservations to determine its target state. Accord-
ingly, the robot is required to be switched on if it has a current reservation or if
its next reservation will begin within the next minute, while it is required to be
switched off it no current reservation exists and none has occurred within the pre-
vious minute. Depending on the determined target state, the robot is subsequently
either started by sending a Wake-on-LAN magic packet or shut down by invoking its
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/<ros-namespace> /telelab/shutdown_robot service, which is provided by its Telelab-
Companion instance. Since all ROS2 nodes on the corresponding robot are launched
via systemd, the robot publishes its status immediately after connection to the net-
work and can then be configured through its services. This enables the management
loop, in its next iteration, to verify, for example, wether the LiDAR scanner is actively
measuring and, if not, trigger it via the telelab interfaces/SetLidar service. In the
future, the management loop will also be responsible for initiating and terminating
the autonomous charging process of the robot.

As the final step of the management loop, which is also executed when the robot
operates in manual scheduling mode, a TelelabRobotStatus instance is created that
is both written to the database and stored in internal memory, which maintains
the information and evaluations of the RobotStatus collected by the management
loop. This enables ROS2 Telelab to report unexpected states or errors, such as the
robot being in an incorrect state during automatic scheduling or the robot reporting
a kinematic via its RobotStatus that does not correspond to the expected, in the
database stored, value.

In addition, ROS2 Telelab implements an XMLHttp API based on Boost.Asio, which
is part of the Boost library. This API enables both the transmission of signals to the
Robot instance of a specific robot, for example, to initiate startup or shutdown in
the case of manual scheduling, and the transmission of a signal to the RobotManager,
triggering it to renew its context by retrieving the robot definitions from the database
and updating the managed robot instances accordingly. This XMLHttp API is ex-
clusively invoked by the Telelab PHP backend, either as a result of user interactions
with the web frontend, e.g., when a user initiates the startup of a manually scheduled
robot, or when such interactions modify the data stored in the database that ROS2
Telelab relies on, for instance when reservations for a robot are updated. Accord-
ingly, the API is protected by an IP filter and by a binding to a specific IP address
and port combination within an exclusive local subnet that connects the additional
server running ROS2 Telelab (as well as ROS2 Connect) with the server hosting the
web frontend and PHP backend.

Finally, ROS2 Telelab itself publishes telelab_interfaces/TelelabStatus messages on
the telelab/status_topic, which serve to indicate, on the one hand, whether the two
database connections (sessions) are open and, on the other hand, include an array of
TelelabRobotStatus instances that provide the collected information and evaluations
from each management loop of every Robot instance for the monitored robots.

In summary, through the implementation of ROS2 Telelab in combination with ROS2
Telelab-Interfaces and ROS2 Telelab-Companion, a generic mechanism for monitoring
and manipulating arbitrary robots, independent of their hardware and software, was
realized. This implementation enables the ability to start monitoring a robot simply
by registering it in the database via the web frontend, provided that the robot cor-
rectly implements ROS2 Telelab-Companion as described in section and thereby
exposes its status and control interfaces by contract within its dedicated ROS names-
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pace. As result, Telelab can be expanded to incorporate new robots with minimal
effort, independent of the robot type, embedded hardware, or software stack. Fur-
thermore, given that the topic types (messages) RobotStatus and TelelabRobotStatus
are newly developed and independent definitions, they can be extended at any time
with additional properties. This enables new attributes to be displayed to users
within the web frontend and, at the same time, to be monitored for anomalies, for
example, the frame rate of the camera or the scan rate of the LiDAR to ensure that
these devices and their respective drivers are functioning correctly.

3.3.4 ROS2 Teleop

Although ROS2 and EduArt provide a variety of ready-to-use solutions for robot con-
trol, a dedicated solution for the teleoperation of robots, the ROS2 Teleop package,
was developed in the context of integrating the Eduard robots into the Telelab in-
frastructure. While existing solutions, such as the RViz Teleop plugin or the ROS2
teleop twist keyboard package, can be utilized for the purpose of controlling the
Eduard robots, they lack the capacity to configure them in their entirety due to their
generic nature.

Consequently, the ROS2 Teleop package was developed, which offers two options to
control an Eduard robot during teleoperation. On the on hand, through the key node,
which is a graphical Qt6 user interface that utilizes mouse interactions and captures
the arrow, “A”, and “D” keys on the keyboard (see Fig. , and on the other hand,
through the joy node, which utilizes a conventional joystick, such as the PlayStation
DualSense® Wireless Controller or the Logitech F710. While the key node is an
independent node, directly publishing velocity commands (geomentry msgs/Twist)

X _ 0O ROS2 Teleoperation

Disable

Speed: 100 %

Collision Avoidance

Off ® On

Reset Odometry

Fig. 3.10: Graphical Qt6 user interface of ROS2 Teleop
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based on the captured keystrokes, the joy node, in contrast, necessitates the
joy_linux_node from the “joy_linux” package (or an equivalent) to obtain infor-
mation regarding user interactions with the joystick. Furthermore, the joy node
necessitates an explicit, joystick-specific mapping for assigning the joystick’s axes
and buttons to an action to be triggered.

In contrast to the already existing generic robot control solutions, the two newly
developed key and joy nodes, both offer the possibility to enable the motors of the
Eduard robots, which is explicitly necessary given that they are monitored by various
watchdogs and will be deactivated if a watchdog condition, such as the requirement to
receive at least one velocity command every 500 ms, is no longer met. Furthermore,
they also offer the possibility to configure collision avoidance, which may be revoked in
a future incremental development of ROS2 Teleop. Additionally, the key node allows
the odometry to be reset via its graphical user interface, while the joy node does
not implement this functionality to prevent unintended resetting, given its inability
to prompt user confirmation, in contrast to the key node. These three operations
are achieved by the key and joy nodes through specifically calling the SetMode,
respectively, the ResetOdometry service of the Eduard robot, which is defined by the
ROS2 Telelab-Interfaces and implemented by the ROS2 Telelab-Companion.
Consequently, if an Eduard robot is to be controlled by one of the existing, generic
solutions for robot teleoperation, the SetMode service must be called manually in
order to activate the motors. Additionally, it must be ensured that the utilized
solution sends or repeats a velocity command at least once within 500 ms to reset the
previously mentioned watchdogs.
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Chapter 4

Conclusions and Outlook

The objective of this master thesis was to develop a solution that enables ROS2 com-
munication over a Wide-Area-Network, with the intention of deploying this solution
in the context of the Telelab e-learning platform. In this way, and through the inte-
gration of two new robots, Telelab is thereby enabled to provide not only ROS2-related
learning content but also the teleoperation of the newly integrated ROS2-based robots.

In order to achieve this objective, chapter [2| first established a common foundation
by presenting the background for the necessity of an explicit solution for ROS2 over
WAN, which originates from ROS2’s use of DDS, and consequently RTPS, as its commu-
nication middleware. Subsequently, potential solutions were discussed that could, in
principle, resolve the problem of ROS2 over WAN, among which two, eProsima’s DDS
Router and Rosbridge, which would require minimal integration effort to implement
in the context of Telelab, were evaluated with regard to their suitability. While DDS
Router operates at the DDS abstraction layer and relies on TCP /IP connections, per-
formance evaluation using a specifically developed method revealed several significant
phenomenon, including a slowdown in transmission time after prolonged operation,
which render its utilization as a ROS2 over WAN solution infeasible. In contrast, Ros-
bridge operates at the ROS2 abstraction layer and utilizes a persistent WebSocket
connection, with its performance evaluation indicating a more stable behavior com-
pared to DDS Router. However, due to its utilization of JSON for serializing each
ROS2 message prior to transmission, Rosbridge exhibited significantly longer trans-
mission times, which renders its utilization as solution for ROS2 over WAN equally
infeasible.

Consequently, the new ROS2 over WAN solution, ROS2 Connect was developed. This
solution also utilizes WebSockets but transmits raw binary data and is characterized
by its generic implementation, which enables the transmission of arbitrary topics,
services, actions, and tf frames, as well as time synchronization, for which it incorpo-
rates per-topic or per-service / action compression. Moreover, as a newly developed
solution, it achieves optimal integration into the Telelab infrastructure through its
connection to the Telelab robot reservation system. In the context of performance
evaluations, ROS2 Connect exhibited superior performance in comparison to both
DDS Router and Rosbridge, where it achieved the most stable transmission rates
while concurrently delivering the lowest average transmission times. Furthermore, it
is optimized for the parallel transmission of multiple topics.
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In summary, ROS2 Connect was developed as an optimal solution to the problem of
ROS2 over WAN, which can be applied far beyond the context of Telelab.

Since ROS2 Connect thus provides a solution for the teleoperation of robots in the
context of Telelab, chapter [3| subsequently described the integration of two new Ed-
uard robots from EduArt Robotik GmbH, along with the restructuring of the existing
Telelab infrastructure. The integration of the robots initially involved upgrading the
robots hardware with an on-board camera facing in the direction of travel and a 2D
LiDAR scanner. These additional optical sensors will be utilized for tasks to be solved
by students, such as Simultaneous Localization and Mapping (SLAM) or camera cal-
ibration, and they enable teleoperation by providing perception of the environment.
Furthermore, the integration of the robots into the university LAN was facilitated
via the WDS standard, thereby enabling seamless ROS2 communication. Finally, with
ROS2 Telelab in combination with ROS2 Telelab-Companion, a generic solution was
developed that not only migrates the existing Telelab infrastructure to ROS2 and
enables the integration of the two Eduard robots into existing infrastructural com-
ponents, but also facilitates future extensions with arbitrary mobile robots.

Consequently, the objectives of this work were achieved, enabling the teleoperation of
ROS2-based robots over a Wide-Area-Network, while the Telelab infrastructure was
restructured to ROS2 and extended by the integration of two new robots. However,
several open issues and opportunities for optimization remain, which will need to be
addressed in future work.

As already outlined in section [2.4.11 ROS2 Connect demonstrates numerous possi-
bilities for further development. In particular, the complete generic implementation
for services and actions should be highlighted again, which is, at the time of writing,
not yet possible, as even the latest ROS2 distribution Kilted Kaiju does not imple-
ment a generic action server. However, with a future ROS2 release that introduces
such support, ROS2 Connect should be further developed to implement completely
generic services and actions. Also, further investigations should be conducted to
assess the impact of different congestion control algorithms of the Linux kernel, in
order to identify a potentially more suitable algorithm than the default TCP CUBIC
in the context of utilizing ROS2 Connect. Finally, considerations should be given to
extending ROS2 Connect with support for the application of dynamic compression of
topics, with the objective of minimizing the overall transmission time of messages of
a designated topic.

With regard to the integration of the two Eduard robots, several outstanding issues
also remain. Of these, the most significant is the development of an autonomous
charging strategy for the two mobile robots. This strategy envisions two perma-
nently installed charging stations within the designated areas traversed by the robots,
which the robots can approach and dock to autonomously, by employing the ROS2
Navigation Framework and System nav2 and utilizing camera-based guidance. This
development is essential, as manual monitoring of charge levels and charging of the
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robots is not feasible. As a result, it is imperative to implement the planning of
charging cycles and, subsequently, the planning of available reservation times for the
robots. This co-planner can benefit from the historically recorded charging states of
the robots, which can be used to develop a machine learning-based approach, that
aims to maximize the available reservation times while simultaneously ensures opti-
mal preservation of the batteries installed in the robots. A potential implementation
could be based on logic programming, for instance using Prolog, whereby usage pat-
terns of the robots, the battery capacity required per task, and the robot’s charging
performance are learned in order to satisfy both optimization objectives.

Finally, the curricular development of the Telelab needs to be the addressed, with
the objective of creating tutorials that, one the one hand, provide the theoretical
foundations of ROS2, on the other hand, introduce ROS2 Connect and its use within
the Telelab, and ultimately define the tasks to be completed by the students. To
this end, Gazebo simulations of the Telelab environment with the two Eduard robots
will also be developed, ensuring that tasks can be offered even beyond the physical
availability of the robots.

Nevertheless, despite the remaining aspects for extension and optimization, this work
made a substantial contribution to the structural transformation of Telelab through
the development of a solution for the teleoperation of ROS2-based robots over a Wide-
Area-Network, ROS2 Connect.
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Appendix A

Code, Commands and Configuration

A.1 eProsima’s DDS Router

A.1.1 Execute DDS Router

DDS-Router
build
install
ddsrouter_tool

Lfbin

| ddsrouter
setup.sh
log
src

client.yaml
ddsrouter.repos
repeater.yaml

Algorithm A.1: Execute DDS Router

cd /path/to/DDS-Router
source ./install/setup.sh

# Client / Host A and B
./install/ddsrouter_tool/bin/ddsrouter -c client.yaml

# TURN Repeater / Host C
./install/ddsrouter_tool/bin/ddsrouter -c repeater.yaml
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A.1.2 Client / Host A and B Configuration

Algorithm A.2: client.yaml

version: v5.0
participants:

- name: DDS_CLIENT
kind: local
domain: <local domainId>

- name: Router_ Client
kind: wan
connection-addresses:
- ip: <public ip of host C>
port: <public port of host C>
transport: tcp

A.1.3 TURN Repeater / Host C Configuration

Algorithm A.3: repeater.yaml

version: v5.0
participants:

- name: DDS_REPEATER
kind: local

- name: Router_Repeater
kind: wan
repeater: true
listening-addresses:
- ip: <public ip of host C>
port: <public port of host C>

extermnal -port: <public port of host C>

transport: tcp

A.2 iperf3

Algorithm A .4: iperf3 bandwidth measurement

# To be executed on host C
iperf3 -s -p 5100

# To be executed on host B

# Measurement of bandwidth from host
iperf3 -c <ip of host C> -p <port of
# Measurement of bandwidth from host
iperf3 -c <ip of host C> -p <port of

B to
host
C to
host

host C

Cc>

-t 60

host B

c>

-t 60

-N

-N

-R
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A.3 ROS2 Connect

A.3.1 Connect client launch file

Algorithm A.5: client.py

1 from launch import LaunchDescription

2 from launch_ros.actions import Node

3 from launch.actions import DeclareLaunchArgument

4 from launch.substitutions import LaunchConfiguration,

PathJoinSubstitution

5 from launch_ros.substitutions import FindPackageShare

6

7 def generate_launch_description():

8 # Declare a launch argument for the parameter file

9 param_file_arg = DeclarelLaunchArgument (

10 ’params_file’,

11 default_value=PathJoinSubstitution ([FindPackageShare (’connect’),
>launch’,’client.yaml’])

12 )

13

14 # Node definition, loading parameters from the specified file

15 client = Node(

16 package=’connect’,

17 executable=’client’,

18 name=’client’,

19 parameters=[LaunchConfiguration(’params_file’)]

20 )

21

22 return LaunchDescription ([

23 param_file_arg,

24 client

25 D

A.3.2 Connect client parameter file
Algorithm A.6: client.yaml

1 client:

2 ros__parameters:

3 # host, path, and port of server instance to connect to

4 # if SSL = true, transport encryption will be applied

) host: ’telelab.informatik.uni-wuerzburg.de’

6 path: ’/ws/ros’

7 port: ’443°

8 ssl: true

9

10 # create a pre—-defined ThreadedPublisher which publishes the ros
-time over topic /clock

11 # this allows ROS2 time synchronization between the ’server’ and

’client’

12 # this will only work, if the ’server’ has the parameter clock/

subscribe = true
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clock/publish: true

# create a pre-define ThreadedPublisher which publishes tf2
transformations over topic /tf and /tf_static

# this will allow tf2 transformations forwarding from ’server’
to ’client’

# this will only work, if the ’server’ has the parameter tf/
subscribe = true

tf/publish: true

# enable / disable per-message fragmentation during websocket
transport

# using the given fragmentation size if enabled

fragmentation/enable: false

fragmentation/size: 4096

# the maximum size of a message which is accepted to receive
# 16 * 1024B * 1024B
max_message_size: 16777216

# unique and user-specific user key for authentication
user_key: ’secret’

# quality of service definitions

# the policies history, depth, reliability and durability are
mandatory

# the policies deadline, lifespan, liveliness and
liveliness_lease_duration are optional and set to default if

missing

#

# id: unique id ... to be used for
subscriber , publisher, service & action server & clients
range from O to 255

#

# history:

RMW_QOS_POLICY_HISTORY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_HISTORY_KEEP_LAST,
RMW_QOS_POLICY_HISTORY_KEEP_ALL

# depth: * a positive integer *

# reliability:
RMW_QOS_POLICY_RELIABILITY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_RELIABILITY_RELIABLE,
RMW_QOS_POLICY_RELIABILITY_BEST_EFFORT

# durability:
RMW_QOS_POLICY_DURABILITY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL,
RMW_QOS_POLICY_DURABILITY_VOLATILE

+*

# deadline: RMW_QOS_DEADLINE_DEFAULT,
RMW_QOS_DEADLINE_BEST_AVAILABLE, *{seconds, nanoseconds}* e.g
*{123, 456000000}
# lifespan: RMW_QOS_LIFESPAN_DEFAULT, *{seconds
, nanosecondsl}t* e.g. *{123, 456000000}
# liveliness:
RMW_QOS_POLICY_LIVELINESS_SYSTEM_DEFAULT,
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#

RMW_QOS_POLICY_LIVELINESS_AUTOMATIC,
RMW_QOS_POLICY_LIVELINESS_MANUAL_BY_TOPIC,
RMW_QOS_POLICY_LIVELINESS_BEST_AVAILABLE

liveliness_lease_duration:
RMW_QOS_LIVELINESS_LEASE_DURATION_DEFAULT,
RMW_QOS_LIVELINESS_LEASE_DURATION_BEST_AVAILABLE, *{seconds,
nanoseconds}* e.g. *{123, 4560000002}

#
# 1: default profile, 2: action-status profile
qos:

- >{"id": 1, "history": "RMW_QOS_POLICY_HISTORY_KEEP_LAST", "
depth": 10, "reliability": "
RMW_QOS_POLICY_RELIABILITY_RELIABLE", "durability": "
RMW_QOS_POLICY_DURABILITY_VOLATILE"}’

- >{"id": 2, "history": "RMW_QOS_POLICY_HISTORY_KEEP_LAST", "
depth": 1, "reliability": "
RMW_QOS_POLICY_RELIABILITY_RELIABLE", "durability": "
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL"}’

# compression profile definitions with default compression rate
value

#

# id: unique id ... to be used for subscriber,
publisher , service & action server & clients ... range from O
to 255

#

# NONE: no compression

# LZ4_DEFAULT: very fast but low compression

# LZ4_HC: faster than ZLIB for low compression rates,
slower than ZLIB for high compression rates, always larger
compressed size than ZLIB

# ZLIB: lowest compressed size overall

#

# NONE: rate is ignored

# LZ4_DEFAULT: rate is understood as accelerator, the bigger the
faster ... range from 1 to LZ4_ACCELERATION_MAX (65537)
default 1

# LZ4_HC: rate is understood as rate, the bigger the slower

range from 1 to LZ4HC_CLEVEL_MAX (12) ... default 9
# ZLIB: rate is understood as rate, the bigger the slower
range from 1 to Z_BEST_COMPRESSION (9) ... default 6

compression:

- >{"id": 1, "compressor": "NONE", "rate": 0}’

- >{"id": 2, "compressor": "LZ4_DEFAULT", "rate": 1}’

- >{"id": 3, "compressor": "LZ4_HC", "rate": 9}’

- >{"id": 4, "compressor": "ZLIB", "rate": 6}’

# topics to which the ’client’ subscribes locally

# these topics can be requested by the ’server’

#

# channel: channel ... must be unique over all subscriber
and publisher ... range from O to 249

# topic: topic name

# type: topic type definition
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# useOwnThread: if true, an own processing thread plus executor
thread is used

# permanent: if true, subscriber won’t be destroyed when
other side stopped requesting for the data ... necessary for
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL

# qos: id of the quality of service profile to apply

# compression: id of the compression profile to apply ... needs

useOwnThread = true

subscriber:

- ’{"channel": 1, "topic": "/primary", "type": "
time_measurement/msg/TimeMeasurement", "qos": 1, "
compression": 1, "useOwnThread": false, "permanent": falsel}
J

# topics which are published by the ’client’ locally

# messages from these topics can be send by the ’server’

#

# channel: channel ... must be unique over all subscriber
and publisher ... range from O to 249

# topic: topic name

# type: topic type definition

# useOwnThread: if true, an own processing thread

# eager: if true, data is published even when there is no

local subscriber ... necessary for
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL

# qos: id of the quality of service profile to apply

# compression: id of the compression profile to apply ... needs

useOwnThread = true

publisher:

- ’{"channel": 2, "topic": "/secondary", "type": "
time_measurement/msg/TimeMeasurement", "qos": 1, "
useOwnThread": false, "eager": falsel}’

# service server which are run by the ’client’
# these service server mirror actual service server which are
run on the ’server’

#
# channel: channel ... must be unique over all service
server & client ... range from 0O - 255
# type: service server type as defined in plugins.
xml (pluginlib)
# useOwnThread: if true, an own executor thread is used
# allowSimultaneous: if simultaneous calls to the service server
should be processed simultaneously or sequentially ... needs
useOwnThread = true
# service-qos: id of the quality of service profile to
apply
# maxExecTime: max execution time in seconds after which a
call is interrupted and stopped
# compression: id of the compression profile to apply (

also possible for shared thread, but not recommended)
service/server:

- ’{"channel": 1, "type": "connect_plugins::
AddTwoIntsServiceServer", "service-qos": 1, "useOwnThread":
false, "allowSimultaneous": false, "maxExecTime": 10, "
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compression": 13}’

+*

action server which are run by the ’client’
# these action server mirror actual action server which are run
on the ’server’

#

# channel: channel ... must be unique over all action
server & client ... range from O - 255

# type: action server type as defined in plugins.
xml (pluginlib)

# uselOwnThread: if true, an own executor thread is used

# allowSimultaneous: if simultaneous calls to the action server
should be processed simultaneously or sequentially ... needs
useOwnThread = true

# service-qos: id of the quality of service profile to
apply for goal handling

# feedback-qos: id of the quality of service profile to
apply for publishing feedback message

# status-qos: id of the quality of service profile to
apply for broadcasting goal statuses

# result-timeout: timeout in seconds after which the goal
result will no longer be available; -1: indefinitely, O:
immediately

# compression: id of the compression profile to apply (

also possible for shared thread, but not recommended)
action/server:

- ’{"channel": 1, "type": "connect_plugins::
FibonacciActionServer", "service-qos": 1, "feedback-qos":
1, "status-qos": 2, "useOwnThread": true, "
allowSimultaneous": false, "resultTimeout": 10, "
compression": 13}’

A.3.3 Connect server launch file

Algorithm A.7: server.py

from launch import LaunchDescription

from launch_ros.actions import Node

from launch.actions import DeclarelLaunchArgument

from launch.substitutions import LaunchConfiguration,
PathJoinSubstitution

from launch_ros.substitutions import FindPackageShare

def generate_launch_description():
# Declare a launch argument for the parameter file
param_file_arg = DeclarelLaunchArgument (
’params_file’,
default_value=PathJoinSubstitution ([FindPackageShare (’connect’),
>launch’,’server.yaml’])

# Node definition, loading parameters from the specified file
server = Node(
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package=’connect’,

executable=’server’,

name=’server’,
parameters=[LaunchConfiguration(’params_file’)]

return LaunchDescription ([

param_file_arg,
server

D

A.3.4 Connect server parameter file

Algorithm A.8: server.yaml

server:
ros__parameters:

14

15
16
17
18
19
20
21

22
23
24
25
26
27
28

29
30

# host and port to which the websocket server should bind to
host: ’0.0.0.0°
port: ’9090°

# host and port of the Telelabs PHP server

# if SSL = true, transport encryption will be applied
php/host: ’telelab.informatik.uni-wuerzburg.de’
php/port: 443’

php/ssl: true

# the Telelabs PHP server endpoint to perform a user_key /
reservation check against

reservation_check/endpoint: ’/apiv2/index.php/reservation/get/
user —key’

# if the user_key / reservation check should be omitted

reservation_check/omit: false

# timeout after which the ’server’ closes the connection if no

# user_key was send by the ’client’

reservation_check/timeout: 10

# create a pre-defined ClockSubscriber which sends the ros-time
over topic /clock

# this will allow ROS2 time synchronization between the ’server’
and ’client’

clock/subscribe: true

# create a pre-define ThreadedSubscriber which subscribes to tf2
transformations from topic /tf and /tf_static
# this will allow tf2 transformations forwarding from ’server’
to ’client’
# this will only work, if the ’client’ has the parameter tf/
publish = true
tf/subscribe: true

# enable / disable per-message fragmentation during websocket
transport
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#

using the given fragmentation size if enabled

fragmentation/enable: false
fragmentation/size: 4096

#
#

the maximum size of a message which is accepted to receive
16 = 1024B * 1024B

max_message_size: 16777216

#
#

+*

=+

#
#

quality of service definitions

the policies history, depth, reliability and durability are
mandatory

the policies deadline, lifespan, liveliness and
liveliness_lease_duration are optional and set to default if
missing

id: unique id ... to be used for
subscriber , publisher, service & action server & clients
range from O to 255

history:
RMW_QOS_POLICY_HISTORY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_HISTORY_KEEP_LAST,
RMW_QOS_POLICY_HISTORY_KEEP_ALL

depth: * a positive integer x*

reliability:
RMW_QOS_POLICY_RELIABILITY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_RELIABILITY_RELIABLE,
RMW_QOS_POLICY_RELIABILITY_BEST_EFFORT

durability:
RMW_QOS_POLICY_DURABILITY_SYSTEM_DEFAULT,
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL,
RMW_QOS_POLICY_DURABILITY_VOLATILE

deadline: RMW_QOS_DEADLINE_DEFAULT,
RMW_QOS_DEADLINE_BEST_AVAILABLE, *{seconds, nanosecondsl}* e.g
x{123, 456000000}
lifespan: RMW_QOS_LIFESPAN_DEFAULT, *{seconds

, nanosecondsl}t* e.g. *{123, 456000000}
liveliness:
RMW_QOS_POLICY_LIVELINESS_SYSTEM_DEFAULT,
RMW_QOS_POLICY_LIVELINESS_AUTOMATIC,
RMW_QOS_POLICY_LIVELINESS_MANUAL_BY_TOPIC,
RMW_QOS_POLICY_LIVELINESS_BEST_AVAILABLE
liveliness_lease_duration:
RMW_QOS_LIVELINESS_LEASE _DURATION_DEFAULT,
RMW_QOS_LIVELINESS_LEASE_DURATION_BEST_AVAILABLE, *{seconds,
nanoseconds}* e.g. *x{123, 456000000} *

1: default profile, 2: action-status profile

qos:

- >{"id": 1, "history": "RMW_QOS_POLICY_HISTORY_KEEP_LAST", "
depth": 10, "reliability": "
RMW_QOS_POLICY_RELIABILITY_RELIABLE", "durability": "

RMW_QOS_POLICY_DURABILITY_VOLATILE"}’
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- >{"id": 2, "history": "RMW_QOS_POLICY_HISTORY_KEEP_LAST", "
depth": 1, "reliability": "
RMW_QOS_POLICY_RELIABILITY_RELIABLE", "durability": "

RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL"}’

# compression profile definitions with default compression rate
value

#

# id: unique id ... to be used for subscriber,
publisher , service & action server & clients ... range from O
to 255

#

# NONE: no compression

# LZ4_DEFAULT: very fast but low compression

# LZ4_HC: faster than ZLIB for low compression rates,
slower than ZLIB for high compression rates, always larger
compressed size than ZLIB

# ZLIB: lowest compressed size overall

#

# NONE: rate is ignored

# LZ4_DEFAULT: rate is understood as accelerator, the bigger the
fast ... range from 1 - LZ4_ACCELERATION_MAX (65537)
default 1

# LZ4_HC: rate is understood as rate, the bigger the slower

range from 1 - LZ4HC_CLEVEL_MAX (12) ... default 9
# ZLIB: rate is understood as rate, the bigger the slower
range from 1 - Z_BEST_COMPRESSION (9) ... default 6

compression:

- >{"id": 1, "compressor": "NONE", "rate": 0}’

- >{"id": 2, "compressor": "LZ4_DEFAULT", "rate": 1}’

- >{"id": 3, "compressor": "LZ4_HC", "rate": 9}’

- >{"id": 4, "compressor": "ZLIB", "rate": 6}’

# topics which are published by the ’client’ locally

# messages from these topics can be send by the ’server’

#

# channel: channel ... must be unique over all subscriber
and publisher ... range from O to 249

# topic: topic name

# type: topic type definition

# useOwnThread: if true, an own processing thread

# eager: if true, data is published even when there is no
local subscriber ... necessary for
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL

# qos: id of the quality of service profile to apply

# compression: id of the compression profile to apply ... needs
useOwnThread = true

publisher:

- ’{"channel": 1, "topic": "/primary", "type": "
time_measurement/msg/TimeMeasurement", "qos": 1, "
useOwnThread": false, "eager": falsel}’

# topics to which the ’client’ subscribes locally
# these topics can be requested by the ’server’
#
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# channel: channel ... must be unique over all subscriber
and publisher ... range from O to 249

# topic: topic name

# type: topic type definition

# useOwnThread: if true, an own processing thread plus executor
thread is used

# permanent: if true, subscriber won’t be destroyed when
other side stopped requesting for the data ... necessary for
RMW_QOS_POLICY_DURABILITY_TRANSIENT_LOCAL

# qos: id of the quality of service profile to apply

# compression: 1id of the compression profile to apply ... needs

useOwnThread = true

subscriber:

- ’{"channel": 2, "topic": "/secondary", "type": "
time_measurement/msg/TimeMeasurement", "qos": 1, "
compression": 1, "useOwnThread": false, "permanent": falsel}

)

# service client which are run by the ’server’
# these service client re-call the service call of the ’client’
to an actual service server which are run on the ’server’

#
# channel: channel ... must be unique over all service
server & client ... range from O - 255
# type: service client type as defined in plugins.
xml (pluginlib)
# uselOwnThread: if true, an own executor thread is used
# allowSimultaneous: if simultaneous calls by the service client
should be processed simultaneously or sequentially ... needs
useOwnThread = true
# service-qos: id of the quality of service profile to
apply
# compression: id of the compression profile to apply (

also possible for shared thread, but not recommended)
service/client:

- ’{"channel": 1, "type": "connect_plugins::
AddTwoIntsServiceClient", "service-qos": 1, "useOwnThread":
false, "allowSimultaneous": false, "compression": 1}’

# action client which are run by the ’server’
# these action client re-call the action call of the ’client’ to
an actual action server which are run on the ’server’

#

# channel: channel ... must be unique over all action
server & client ... range from O - 255

# type: action client type as defined in plugins.
xml (pluginlib)

# useOwnThread: if true, an own executor thread is used

# allowSimultaneous: if simultaneous calls by the action server
should be processed simultaneously or sequentially ... needs
useOwnThread = true

# service-qos: id of the quality of service profile to
apply for goal handling

# feedback-qos: id of the quality of service profile to

apply for publishing feedback message
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# status-qos: id of the quality of service profile to
apply for broadcasting goal statuses
# compression: id of the compression profile to apply (

also possible for shared thread, but not recommended)
action/client:

- ’{"channel": 1, "type": "connect_plugins::
FibonacciActionClient", "service-qos": 1, "feedback-qos":
1, "status-qos": 2, "useOwnThread": true, "
allowSimultaneous": false, "compression": 1}’

A.4 ROS2 Telelab-Interfaces
A.4.1 Topic Type (Message) Definitions

Algorithm A.9: RobotStatus.msg

std_msgs/Header header

# these values are part of the database model
bool online_lidar

bool online_camera
float64 temperature
float64 battery_voltage
float64 battery_current
bool charging

bool drive_enabled

bool lidar_enabled

bool e_stop

uint8 kinematic

# these values are not part of the database model but useful
bool collision_avoidance
bool autonomous

# CONSTANTS: kinematic

uint8 KINEMATIC_SKID = 0

uint8 KINEMATIC_MECANUM = 1
uint8 KINEMATIC_DIFFERENTIAL = 2
uint8 KINEMATIC_ACKERMANN = 3

Algorithm A.10: TelelabRobotStatus.msg

int32 robot_id

string robot_name

uint8 target_state

bool is_target_state

bool kinematic_match

bool has_current_reservation

bool has_next_reservation

bool is_in_grace

builtin_interfaces/Time current_reservation_end
builtin_interfaces/Time next_reservation_start
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11

12 # CONSTANTS: TARGET_STATE

13 uint8 TARGET_STATE_OFF = 0

14 uint8 TARGET_STATE_ON = 1

15 uint8 TARGET_STATE_MANUAL = 2

Algorithm A.11: TelelabStatus.msg

std_msgs/Header header

bool read_database_session_open
bool write_database_session_open
TelelabRobotStatus[] robots

T W N~

A.4.2 Service Definitions

Algorithm A.12: SetMode.srv

bool enable
bool autonomous
bool collision_avoidance

bool success_enable
bool success_collision_avoidance

S T W N =

Algorithm A.13: SetLidar.srv

1 bool enable

[\
|
|
|

3 bool success

Algorithm A.14: std_ srvs/Trigger.srv

1 —_—
bool success
3 string message

[\
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Appendix B

Additional Images

This appendix contains additional images, which have been rendered at their largest
possible size. However, for certain images, the page dimensions may not be sufficient
to guarantee optimal legibility of text. Fach image displayed here is part of the data
medium and can therefore be viewed in full resolution.

Fig. B.1: Overhead camera image used for compression evaluation
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void stopThread()

void joinThread()

virtual void run()=0

virtual bool onBeforeStartThread()

virtual void onAfterStartThread()

virtual void onBeforeStopThread()

virtual void onStopThread()

virtual void onAfterJoinThread()

void setThreadName(const std::string &name) const

std::enable_shared_from_this< Client >

Fig. B.4: Inheritance graph of Client
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virtual void onBeforeStopThread()

virtual void onStopThread()

virtual void onAfterJoinThread()

void setThreadName(const std::string &name) const

ConnectionBase

bool closeAfterLastWite
std:string closeAfterLastWriteReason
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boost::asio:io_context:istrand strand
std:queue< std::shared_ptr< const std::vectors uint8_t > > > sendingQueue
std:string remoteEndpoint
o

_ptr< “io_context > ioc)

~ConnectionBase() override

virtual void send(const std::shared_ptr< const std:vector< uint8_t > > &ombinedVector)
void setCloseAfterLastWrite()

const std::string & getRemoteEndpoint()

virtual bool start()=0

virtual void close()=0

virtual void close(const boost::bea:
void onStopThread() override
void queueMessage(const std::shared_ptr< const std::vector< uint8_t > > &ombinedVector)
virtual void asyncWiite()=0

virtual void asyncRead()=0
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< boost::asio::ip::tcp::socket >

Logger logger
rclcpp::Node::SharedPtr node

boost::beast:flat_buffer readBuffer
ConnectionManager & connectionManager

WebsocketClientConnection< T >

+

e

lientConnection(T sock

|_pir< ServiceActi >

cket, C i
io_context > ioc, const rclcpp::Node::SharedPtr &node)

_pir<

~WebsocketClientConnection() override
void onConnected() override
void run() override

void

_ptr< > message) override

e

std

i otonn socket, G i
sshared_ptr< boost::asio:io_context > ioc, const relcpp::Node::SharedPtr &node)
~WebsocketConnectionBase() override

bool start() override

void close() override

void >_code cc, const std:string &cr) override

Fig. B.6: Inheritance graph

virtual void onConnected()
virtual void onAuthorized()

void onStopThread() override
virtual void
void asyncWrite() override
void asyncRead|() override

_plr< > message)

wowowowowowowow RS

WebsocketServerConnection

- < true,

teady_timer reservationCheckTimer
- _timer i

- stdzunique_ptr< Reservation > reservation

ic_string_body< char > > websocketHandshakeRequest

socket, Ct i
_context > ioc, const relcpp::Node::SharedPtr &node)

v
std::shared_ptr< boost::asi

+ ~WebsocketServerConnection() override
# void run() override

# void onConnected() override

# void ique_ptr< > message) override

- void validateUserKeyForReservation(const std::string &userKey)
- void validReservationCheckCallback()
- void reservationEndCallback()

of WebsocketConnectionBase

111




Appendix B Additional Images

aplIano (abessap\pazielasy < abessapypazienag::ddojol 1suod >id” paseys::pis 1SU0D)MOB]|[ED PIOA
apLIano ()pealy dojguo pioa

9pLIBAO ()uni pIOA

SpIIBAO ()48qLOSGNSPapEaIY | ~

(uonauuooy aseguonoauuoy ‘oidopg 1-o1do] )laquosqngpapeaiy

+ 4+ #H H H

aplIano (abessajpazijeliesy < abessap\pazifelas::ddojos 1suod >1d paseys::pis JSU0D)XOeq|ed PIOA #
(uonoauuooy aseguonoauuo) ‘oidoyg 1 01do] )1aquUosqnSpaleys +

ADPUSS0} S|qELIBA” UONIPUOD::PIS
XSIN|\PUSSO} XSINW::PIS
puago} < < asegabessajy >1d anbiun::pis >ananb::pis

19quUosqngpaIeys

18quUOSqNSpapeaIy |

< 95egIaquUISANS >SIY) WO Paleys d|qeua::pls

Inheritance graph of SubscriberBase

Fig. B.7

112



Appendix B Additional Images

apuIano ()peaiy dojsuo pioa

9pLIBA0 ()uni pioA

apuIano (abessaw < asegabessa|y >nd anbiun::pis)ysijgnd pioa

apllano ()1aysiigndpapeaiy] ~

(uonosuu09R aseguOdBUUOY ‘Bpour Jdpateys::apoN::ddojos Jsuoo ‘oidopg 1-o1do] )Jaysiigndpapeaiy ]

+ o+ o+ o

apLIano (abessaw < asegabessapy >ad enbiun::pis)ysiignd pioa +
(UoOBUUODR BSBGUONDBUUOYD ‘BPOUR JidPaleyS::apoN::ddojol 1suod ‘oidoyg 1-oido) )iaysiigndpaieys +

ADQUSIIGNO} B|qeIIEA UONIPUOD::PIS
X3 YSIIANJO} XaNwi::pls
ysl|gndol < < asegabessa|y >1danbjun::pls >ananb::pis

Jayslandpaeys

Jaysijgndpapeaiy L

herBase

1s

Inheritance graph of Publi

Fig. B.8

113



Appendix B Additional Images

boost::noncopyable

T

Thread
std::atomic< bool > stopping
std::thread * thread
Thread()
virtual ~Thread()
bool startThread(const std::string &name)
void stopThread()
void joinThread()
virtual void run()=0
virtual bool onBeforeStartThread()
virtual void onAfterStartThread()
virtual void onBeforeStopThread()
virtual void onStopThread()
virtual void onAfterJoinThread()
void setThreadName(const std::string &name) const

HOH O HF H H + + + + + | H HFH

Fig. B.9: Inheritance graph of SubscriberManager

114



Appendix B Additional Images

boost::noncopyable

‘F

Thread

std::atomic< bool > stopping
std::thread * thread

Thread()

virtual ~Thread()

bool startThread(const std::string &name)
void stopThread()

void joinThread()

virtual void run()=0

virtual bool onBeforeStartThread()

virtual void onAfterStartThread()

virtual void onBeforeStopThread()

virtual void onStopThread()

virtual void onAfterJoinThread()

void setThreadName(const std::string &name) const

HOHF H OH HF H+ + + + | HE R

Fig. B.10: Inheritance graph of PublisherManager

115




Appendix B Additional Images

boost::noncopyable

T

Thread
std::atomic< bool > stopping
std::thread * thread
Thread()
virtual ~Thread()
bool startThread(const std::string &name)
void stopThread()
void joinThread()
virtual void run()=0
virtual bool onBeforeStartThread()
virtual void onAfterStartThread()
virtual void onBeforeStopThread()
virtual void onStopThread()
virtual void onAfterJoinThread()
void setThreadName(const std::string &name) const

H o OH OHF H H+ + + + + | H

Fig. B.11: Inheritance graph of ClockSubscriber

116



Appendix B Additional Images

service::ServiceGlient

=

stdzvector< uint8_t > error
std::size_t expectedSize

erviceServer

r

o o oo o b+t

void init(Service_Action_t &definition, const &node, const rclcpp: C:
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cor void(const std:shared

ptr< const std:vector< uintg_t > > &)> send) override

~ServiceClient() override

void handle(std::unique._ptr< ServiceActionMessage > message) override
void stop() override

ServiceClient()=defauit

ual void cancel(int64_t requestid)=0

virtual void cancelAll(=0

virtual bool waitForService()=0

virtual int64_t

:_ptr< hared_pir< ServiceActionHandle > handle)
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&message, std::shared_ptr< ServiceActionHandle > handle)=0
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haredPtr i st i

void(const std:

: const std: string con:
_pir< const std:vector< uint8_t > > &)> send) override

+ ~ServiceServer() override

+ void handle(std::unique_ptr< ServiceActionMessage > message) override

+ void stop() override

# ServiceServer()=default
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# std:shared_ptr< ServiceActi 1d::veotors wint8_t > &data, const std::shared
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*

Fig. B.12: Inheritance graph of Service
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void stop() override
ActionServer()=default
virtual void abort(const std::shared_ptr< void > &goalHandle, const std::span< uint6_t > &data)=0
virtual void cancel(const std:shared_ptr< void > &goalHandle, const std::span< uint8_t > &data)=0
virtual void succeed(const std::shared_ptr< void > &goalHandle, const std::span uint8_t > &data)=0
virtual void 1d::shared_pir< void < UintB_t > 8data)=0
relcpp_ por i )_action:GoalUUID &gd, const std:vector= uint8_t > &data)
relcpp_acti relopp_ JID &gid)
bool std::shared_pir< void const rclcpp_ &gid)
ot > handle, std::shared_ptr< void > goalHandle)

Fig. B.13: Inheritance graph of Action
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bool startThread(const std::string &name)
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virtual void run()=0

virtual bool onBeforeStartThread()

virtual void onAfterStartThread()

virtual void onBeforeStopThread()

virtual void onStopThread()

virtual void onAfterJoinThread()

void setThreadName(const std::string &name) const

std::enable_shared_from_this< ServiceActionManager >

Fig. B.14: Inheritance graph of ServiceActionManager
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Appendix C

Content of Data Medium

This appendix lists the directory structure and content of this work. For the sake of
clarity, not all files and directories are listed here.

| Additional Media
Sequence_Diagrams ................ Source code of sequence diagrams
Photographs ......... .. .. .. . . i it Full-resolution photographs
ros2_connect_classes.svg ............ Class diagram of ROS2 Connect
ros2_connect_classes_high-res.png . Class diagram of ROS2 Connect
ros2_connect_classes_low-res.png ...Class diagram of ROS2 Connect
| Code

| Index_Frontend ...... JavaScript project of Telelab index frontend
| PHP Backend ................... ... ... PHP project of Telelab backend

. R0S2_Additiomnal
common ...... Common source files of projects in this directory
rosbridge_websocket _bridge ....ROS2 rosbridge_websocket bridge
source code
time_measurement ............. ROS2 time measurement source code

| _R0S2_Eduard

o0} 454 1= o v R0OS2 Connect source code
connect_plugins ............... ROS2 Connect-Plugins source code
edu ............ ROS2 meta-package bundling Telelab launch files
edu_robot ........... ... ..l R0OS2 edu_robot package by EduArt
edu_robot_control ....ROS2 edu_robot_control package by EdulArt
SICK i SICK TiM571 R(0S2 device driver
telelab ......... il ROS2 Telelab source code
telelab_companion ........... R0OS2 Telelab-Companion source code
telelab_interfaces ......... ROS2 Telelab-Interfaces definitions
teleop ..o R0OS2 Teleop source code
usb cam ..........iiiiiii... USB camera (UVC) ROS2 device driver
| Time_Measurement_Scripts ..... Time Measurement Evaluation Scripts
| Websocket_Comparison ......... WebSocket implementation comparison
source code
| Model.mwb .................. MySQL Workbench Telelab Database Model
| Model.sql ... Telelab Database Model
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Appendix C' Content of Data Medium

Design ...... ... Computer-Aided Design Files
Literature .......... .. ... . i, Excerpt of used literature
Thesis ...l Source files of this master thesis
data oo e LaTeX styles
media .......... ... i Media depicted in this master thesis
plot ... Data plotted in this master thesis
Time_Measurement ...... Raw and evaluated data from time measurements
MasterThesis.pdf ........ .. .. . il This master thesis
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